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The Pederal Government disturses $700 billicn asmnually,
largely through huge, decentralized, ccaputerized, cashless
systeas. The law requires thosc ¥ho approve individual
payments--certifying and disbursing officers--to assure that
paysents are legal, proper, and correct. Under the curzent
systea it is often impossible for the responsitle persons to
examine the bhasic documents previously used tc determine that
payments were proper. BRecoamendations: The Directcr of the
Office of Management and Budget should issue guidelines
requiring department and agency heads to: designate an operating
official at the assistant secretary or coaparakle level to
review each automated payment systeam and the controls built ianto
it to determine whether they are operating effectively and can
be relied ou to compute payments that are accurate and legal;
direct that such reviews be mase at least annu2ally, supplemented
by interim checks of major systenm changes; direct the certifying
or disbursing officer to certify or disburse automated payments
only when notified hy the designated coperating official that the
automated system and the controls built into it are cgerating
effactively; reguire a written statemernt from the designated
operating official if the official determines that the systea is
not operating effectively and that corgfective actior could not
be taken before the next voucher preparation; and grovide that,
vhen significant systea deficiencies are identified, the
designated operating official must assume responsibility for
subsequent certification that the payments are ctherwise proper.
(Ruthor/SC)



REPORT TO THE CONGRESS

BY THE COMPTROLLER GENERAL
OF THE UNITED STATES

New Methods Needed For
Checking Payments Made By

Computers

The Federal Government disburses $700 bil-
lion annually--largely through huge, decentral-
ized, computerized, cashless systems. The law
requires those who approve individuai pay-
ments--certifying and disbursing officers--to
assure that payments are legal, proper, and
correct.

in the days before the computer and today's
large volume of transactions, certifying and
disbursing officers could physically examine
each supplier’s invoice and the supporting
documentation before payment. Today such
an examination is virtually impossible for
many of the disbursing systems that use com-
puters extensively. To adapt to this change in
operating procedures without losing essential
controls over disbursements, agencies need to
review periodically the details of how these
systems operate so that certifying and disburs-
ing officers will have assurance that internal
controls reasonably protect against theft and
error,

The Office of Management and Budget and
the other departments that commented
agreed that such reviews are needed and of-
fered various suggestioris for improving the
procedures.

FGMSD-76-82

NOVEMBER 7, 1977



ing Act, 1921 (31 U.S.C. 53), and
ing Act of" 1950 (31 U.s. c. 67).-_.



_hg been Government pollcy that those
Qve payment of Federal funds take per-

: eépon51b111ty could readily examine doc-
uments that enabled them to make such a deter-
m1nat10n.

For . example, the responsible person could ex-
amine:an order for purchase of an item, a
documentishow1ng receipt of this item, and an
‘rom the supplier showing his charge
item. Thereby he could reach a con-
ion..that the payments were properly au-

_ ized;, the amount was accurate, the goods
or services had been received, and the Fed-
era: vernment had 1ncurred a legal obli-

todaypfhd the use Of the computer to make
them.

. i, th rt : . . )
acShast sn‘o’u&"u'.".'.‘ma oo C i FGMSD-76-82




Aga1n, th“
has little opportunlty to exam,
ments supportlng ‘the payments.

In some instances, certifying offlcers are'}”
presented with computer tapes evidencing -
payrolls involving millions of dollars.
There is.-virtually no practical way they
can satisfy themselves by examining sup-
porting documents that the payments being
made are, in fact, accurate and légal since '
they cannot read the tapes or check the com= -
puter computations. Regardless’ of this situa- .~
tion, they are asked to certify that these '
payrolls (usually a grand total) are ac-
curately and legally computed and to take
personal financial respon51b1l1ty for any
errors,

NEW METHODS NEEDED
TO ASSURE ACCURATF PAYMENTS

The age of the computer calls for a chang
in the approach to determ1n1ng whetheri
ments are -accurate and legal. “~‘Verifica!
of transactions by cert1fy1ng ‘and disbur
officers’is a valuable task, but the me
employed need to be revised:t
modern technology. (See ch

This revision can best be accomp 14
1nform1ng the certifying officer.:
ing officer whether or not the 01
computer system controls if functioni
properly. With this 1nformat
have a reasonable basis for a t
legality and accuracy of payments-made

ii



"_y'agenc1 SHof the1r operatlons.

.COMP NDATIONS

ommends that the Director, Office ofe
ent and Budget, issue guidelines re-
ing department and agency heads to:

inate an operating official at the
Stant secredary or comparable level
: eview each automated payment system
.and the controls built into it to deter-
m1ne_whether they are operating effec-
~tively and can be relied on to compute
payments that are accurate and legal.

--Direct that such reviews be made at least
annually, supplemented by interim checks
"of. maJor system changes. -

--Direct the certifying or disbursing of-
ficer to certify or disburse automated pay-
ments only when notified by the designated -

_operat1ng official that the automated sys-

ines that the system is not operatlng
ively and that corrective action
: 3 not be taken before the next voucher
'-preparatxon. This statement should enumer-
at “the steps planned to accomplish adequate
: em controls and to recoup erroneous pay-
s that may result before corrective ac-
ni:can be taken. A copy’ of this statement
1d be prov1ded to GAO for its considera-
on-‘in reviewing agency systems and ac-
ountable officer activities and in subse-
quently considering any accountable officer

iii



3 subsequent “cert
1sis of. ava11ab1e eg

cial . should contlnue to certlf,'payments
until. - eﬁor she informs the head of the
agency in writing that the system is: oper-'
at1ng effect1vely.

GAO also will require cert1fy1ng or dxsburs—
ing officers who request relief from illegal _
or inaccurate payments made by automated sys- -
tems, 1nclud1ng operating officials desig-
nated to. certify payments-when system defi-
ciencies are noted, to show that they could
not reasonably have known that the payment
was 1llega1 improper, or incorrect. In
reviewing requests for relief, cons1derat1on
will be given to whether or not the officer
possessed evidence at the time payment was
approved that the system could be relied

on to produce accurate and legal payments.
(See pp. 16 to 18.)

AGENCY COMMENTS

The Off1ce of Management and Budget and five
departments which commented on this report.- K
generally agreed that automated’ payment: sys-— -
tems should be reviewed periodically to as-
sure their tellablthy. They also raised -
some related issues. (See ch. 4.) GAO is.
sending copies of this report: to:all depart—=
ments and agencies for their 1nformat10n, _
use, and guidance pending 1ssuance of gu1dei
lines by the Office of Managem_nt and Bud—'
get. .

iv
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. 2d . systems are used to process billions of
- dol deral dlsbursements.f These include

11an and m111tary payrolls-
;1v11 Serv1ce Comm1ss1on, Rallroad Retlrement

: jocial Security Administration, and the
eterans: Administration (VA);

'—éiﬁcométtax refunds;
——public~debt redemptions and interest payments;
—;revenue;sharing payments;

'.—emanyegrant loan, and contract disbursements;

-—-relmbursements to the Federal Reserve System _
for Government checks paid by the System; and

--many payments for equipment, supplies, serv1ces,
rents, .and ut111t1es.

The Dep:“tment of Agriculture and VA are in the process
of centralizing and automating all types of payments. If

the. paymentw‘enters prove advantageous, other agenc1es can .
gbe expected o:follow suit.

TY FOR LEGALITY AND
AYMENTS

RESPONSIB:
ACCURACY'_E*

Payme
accurate: tq
un]ustly e
ships. on - pa

S made by the Government must be legal and
revent losses to the Government and’to av01d

hing payees who are overpald or 1mpos1ng hard-
yees who are underpaid. '

To hel
Budget. and
laws place

';nsure that payments are legal and correct,.the
counting Procedures Act of 1950 and related '
spon51b111ty on: ' :

--The'Dlrector, Office of Management and Budget (OMB),
1ssue and administer regulat1ons concerning the '



for all funds, property, ar r assets

the agency is responsible, including appro
inte:nalhaudit. - SRR

--The Comptroller General thprgsénibe the.ptihd

standards, and related requirements for accoun
to be-opServed by each executivg”agency« s

--The heads of civil executive agencies to designate
employees to certify all payments and be perso 1y
accountable therefor (certifying;pffiders);?}gyl 3

—-The heads of other executive agencies (principal
the military departments) to designate employ
disburse payments and be personally accountab
therefor (disbursing officers). R

The Comptroller General's principies and standgpq -
lating to control over disbursements require each paym
voucher to be: : : SEES

--Audited by the agency prior to certificatio
determine that the goods ‘or services have
received; the quantities, ‘prices; and ‘comp
are accurate; the paymenﬁs*arefbroperIY' '
approved, and documented and a ‘permitted
in accordance with applicable agreements,
have not previously been made; the appr.op:
from which the payment will be’made is a
that purpose; and all applicable discoun
deductions have been taken. R .

at
or

——Certified as required by law.

PURPOSE OF REVIEW

We reviewed the processing of va
with emphasis on computerized payme
22 executive departments and agenci
determine how well certifying and
ascertain the accuracy and legality




'_,_-.(HRD ~76- 159 Nov._la. 1976)

'“Wlde“

(FGMSD-77 4 July 5, 1977)

_4_'er Auditing. In The Executlve Departments:
Enough Is Be1ng Done" (FGMSD-77 82, Sept 29',




Our review:
methods used to:.ex:
variations rela
data proce551ngusystems were. used.

MANUAL SYSTEMS

In manual. data processing systems'
disbursing offlcers usually superv1sed
voucher examiners, and similar employees::
and/or verified:the correctness of tra
employees examined the source document
and made sure that -

-—-each document had been properl.
processed through all the requ;
was complete- :

-=the
--all

-=the
and

initialed the source documents andﬂ_‘
the certlfylng or. dlsbur51ng offlcers

records of payments made. They must



ted systems grew
‘d systems of the
“thlrd-generatlon

are Stlll usln

systems for pq_:essing payments.

ite the degree, off
utomated systems“

\ tions and -on the“computer systems and'7he
mputer. operatlons.
rments are proper, legal, and accurate.l

o'a-great extent -in ‘cer=-

this dependency, the
should be taken into :
in stages from the rudimen-
1950s. to the high- speed, )
computers of today. . While

icies still use punched card equipment, many
;relatlvely 51mp1e second-generation computer

Punched card equipment eliminated many manually pre-
pared and: malntalned paper records and replaced them with
machlne—prepa ed punched cards. Punched card systems still
provided: accountable officers with physical records (print-
outs) that they could rely on as evidence to support pay-

~ments. The cards,

like documents, could be counted,

tabulated, stored, and retrieved as needed.

With the advent of the first- and second-generation
electronic computers, many of the punched card records and

files were replaced with magnetic tape.

The problems of

accountable officers were compounded in that they no longer
had tangible records they could see and use, except when

1ntermed;ate_hard copy printouts were prepared.

These print-

outs showed how the data was processed, and the reels of
magnetic tape could be stored and printed at a later date

as the need arose.

In current thlrd-generatlon computers information is
volatlle, espe01ally in real-time systems- old information
ceases to exist as soon as new data is created and recorded

unless spec1a1 Steps are taken to save the old data.

.Con~

sequently, ‘accountable officers no longer have tangible
evidence’ show1ng how data was processed and payments

calculated.

Certlfylng or disbursing offlcers have always had the
responsibility to satisfy themselves that payments are

proper, legal, and accurate.

In manual, punched card, and

early first- and second-generation computer systems, account-

able officers could,

to some degree, .

1ndependently investi-

gate the propriety of payments by reviewing documents,
punched card files, and related tabulations, or intermediate

computer printouts reflecting how data was processed.

How-

ever, in modern computer systems, accountable officers have
no way of independently investigating the propriety of



computer—generated payments. Instead,
solely on the computer systems.,

The automated systems we rev1ewedwprocessed'
volumes of payments. The data in the ‘source docu
entered in the computers, and the data, rather tha
documents, was then processed. The functlons of the
clerks and voucher examiners were performed by the
who prepared transmltted transcrlbed, and contro:
data entered into the computer system and by computer
programs, equlpment, and operators. e

Payment vouchers were prepared from computer-produc’d
totals and usually showed only the totals of large groups
of payments, with individual payments being contalned’o'
attached magnetic tape. Most of the cert1fy1ng off; :
personally or through employees reporting to them,__
the vouchers to some sort of overall control total. Mo_
of the certifying or disbursing officers said they ha'
rely on the system for assurance of the correctness of the
payments. .

Some examples of the automated payment systems we
observed are listed below.

Annuity payment systems

We observed the certification of monthly annulty' ay
ments made by the Air Force, the Civil Service Commis
and the Railroad Retirement Board.

In all of these systems, records of annuitants' e
ments, payments, and deductions were maintained by compute
Changes of entitlements, deductions, and other dat
mailing addresses were processed into the comput
throughout or at the end of the month. Once a mon
files were processed to produce magnetic tapes con
control totals and the data needed to write and ma
to recipients. Payment vouchers were prepared fro‘
control totals. ;

The vouchers, which were certified (by the ce
officers) and disbursed (by disbursing offlcers),.
only the totals of the payments. The individual p
were contained in tapes which were used to wr1te aﬂ
the checks. o



etired pay system:”l

»30, 1975, the Alr Fo:ce retired pay system .
00 retired: m111tary personnel whose -
totaled about '$2'billion. The data for -
/as complled by the . ‘fiscal branch, support
‘orate of reserve and retired pay, Air Force -
- The fiscal branch prepared a monthly voucher
‘nthly payment from control totals which were"
_ The branch"
GS‘?, also checked the totals of the checks
:the voucher. The amounts paid to 1nd;v;dua1
2termined and verified elsewhere. The dis- "
who was accountable ‘for these and all. the

s chief of the account1ng and finance d1v151on
{ ecto:ate of resource management. His division
malntaxned' counts for and disbursed about $7 billion an-
nually, but‘took no part in determining the legality or
accuracy of the -amounts paid to retirees.

C1v11 Serv1ce retirement system

‘The. C1v11 Serv1ce Commission pald about $7 billion to
about 1.3 million retired civil service employees or their
survivors. durlng fiscal year 1975. These payments were
certified’ by: the GS-11 chief (or the GS~7 or GS-9 assistants)
of the review and control unit of the fiscal division of
the Bureau of Retirement, Insurance, and Occupational -
Health. Additions, deletlons, and changes to the master
file were verified and transcribed from source documents
onto computer input forms by other organizational units.
The computer input forms were sent to the review and con-
trol unit, which established controls over them and sent
them to the data processing unit for input into the
computer.

Once a month the computer processed the updated master
file to produce control totals of payments and deductions
from which the payment voucher was prepared and certified.
The voucher and a magnetic tape containing all the changes
made to the master file during the month were sent to a
Treasury dlsburs1ng office, which used the tape to update
a duplicate master file it maintained and used to write
the checks. The chief of the review and control unit said
that she relied on the other organizational units to
provide reliable data.



Raxlroadiret1rement pay system

and notlflcatioh'unlt, payment recor'
of spec1a1 serv1ces and payment reco

manual computatlon (such as retroact
computations, -transmits them for 1np
and checks computer outputs to see t
properly entered in the computer. All other chang
transmitted directly to the computer 1nput unit by
adjudicators, bypaSS1ng the payment and notificatio

The computer master file is updated once a mont
control totals and payment tapes are produced. Th
totals and payment tape totals are balanced by anot
and are sent to the payment and notification un1t,\{
prepares and certifies the payment voucher from the
totals. The only payments that the cert1fy1ng off
trols or has knowledge of are those requiring manu’
tation. The responsibility for determining the lega
all payments and the accuracy of the mechanically:
payments is shared by many employees, and the cert_.
officer does not have the documentatlon necessary tq
such determinations. :

Payroll systems

Today nearly all Federal payrolls are computer'
involve mllllons of people and billions of dollars.

We observed the certification of payrolls in sev'
locations, the largest being in the Air Force and VA

All of the automated payroll systems that w
operate in basically the same way. The computer
file containing a pay record for each. -employee.
record contains all the information (except the:h
needed to compute each employee's gross pay and de
to prepare checks for employees and recipients
and to prepare reports of earn1ngs, deductlons,_ N
at yearend. '

During each pay period records are added, 4
changed to reflect hires, separatlons, promotlon



otked by each c1v111a _
he computer. processesc '
reports needed to
yments, and so
‘purposes.

cks, sav1ngs?bfnds, ta 5
totals for account,

orce m111tary-pay:system

m111tary pay system is centralized at
nce. Center in Denver, Colorado. As of
e system paid about 600,000 Air Force
oss pay totaled about $4 4 billion :
ayments were checked by the GS-11 chief,
h, accounting division, Directorate of
tions.” The accountable officer for (1)
‘banks (about half of the total net pay)
s from pay was the Air Force captain pre-
| (see p. 7) in connection with the retired
: raccountable officers for the rest of the
net pay were the'd1sbur51ng officers at various Air Force
bases who, on; he basis of data electronically transmitted

to them from | JFinance Center, wrote checks payabln to
1nd1v1dua1 a1rmen.

Routlne_pay,change data was entered in computers at
about 275 Air Force field offices and transmitted electroni-
cally to the central computer at the Finance Center. Non-
routine changes .were entered by the Center. The Center's
computer processed the changes and prepared the monthly
payroll, check listings, and related control totals. A
voucher was then prepared from the control totals.

The GS-11 branch ‘chief who compared and balanced certain
control totals had no way to verify the accuracy of the
individual payments because he saw no source dGccuments and
the volume of changes (1.3 million in June 1975) made such
ver1f1cat1on 1mposs1b1e.

The dlsburs1ng officer said he relied fully on his
employees to control the check-issue and accounting func-
tions, and he had no way to determine the reliability of
the employees and systems not supervised by him that
prepared and processed the paywents to retired and active
Air Force military personnel.

VA pay system

The VA pay system is centralized at its Data Processing
Center in Austin, Texas. During fiscal year 1975 the system
paid about $2.9 billion to 200,000 employees. These payments
were certified by a GS-9 supervisor in the payroll account-

9




ing unit, flnance d1v151on.1_The h'

the pay records”and hours worked we transmlt e
form by 233 field stations to the Cénteér, control
by the analysis and control division, and process
computer in the operations division. The payro.
unit compared control totals maintained by othei
stations and, on this basis, cert1f1ed ‘the payrol
prepared by the computer. The individual payment
listed on magnetic tapes which were sent to a Tre
bursing office for disbursement. The’ certlfylng
had no way to check the legality or accuracy of th
dual payments since the substantiating documents were
‘retained at the field stations. She said she relied o
her experience with the system for assurance that the
employees, controls, and system were reliable.

Purchase systems

The centralization and automation of payments for:
purchases of supplies and equipment is a developing tre
We reviewed the systems used by the General Services’ Ad
istration and VA.

General Services system

The system processed the payments for warehouse
replenishment purchases made by the 10 regional of
During fiscal year 1975 the system processed about
payments totaling about $768 million. These paymen
were certified by a GS-13 chief of accounts payab>

Prices, quantities, and other information“petta
to goods ordered and received were electronicalljy
mitted by the regional offices to the computer s
they were entered in the computer. The vendors ‘s
their invoices to the computer 51te, whlch also'
them into the computer.
order /receiving data with the 1nv01ce§d_
those that matched, prepared a check-is:
listing, and prepared a covering payi
payment voucher was checked manually-ag
for correct name, address, and amount,,and on;
the certifying officer certified the coverlng vo:

were the check-issue llstlng and the coverlng v
that he depended on other employees and the syste_

10




nd accuracy cf the 1ndlv1dua1 payments.;.

es system Hf-'

m paid the 1nv01ces for purchases and:
expenses (except payrclls) of 82 of VA'

ns. The system, wh1ch is expected. even-

e all field stations, processed about 1.7

S totaling about $271 million during fiscal
se payments were certified by a GS-13 section
sistants in the Finance Division,

yd in the computer system, which compared
. 2. data all matched, prepared payment schedules.
The certlfylng;cfflcer certified computer-prepared vouchers
showing the total of large numbers of payments which were
included in accompanylng computer-prepared llstlngs or mag-
netic tapes.  The certifying officer's section was respon-
sible primarily for reconciling control totals prepared

and checked elsewhere. The certifying officer had no way

to assure hlmself that each payment was legal and accurate.

He relied upon the system, including the employees and proce-
dures at the field stations. _

SOME SYSTEMS NOT RELIABLE

We have'chserved several instances in which payments
which have been processed by systems that could not be relied

on to ‘assure accuracy and legality were nonetheless certi-
fied and dlsbursed. Examples follow:

1. The Department of Health Educat1on, and Welfare (HEW)
centralized and automated its employee payroll in 1965. 1In

1968 we tested the system and found that, although internal
auditors and study groups as far back as 1964 had found
inadequacies in the system, effective corrective action had
not been taken and errors continued to be made. We found
that paychecks totaling $288,000 had been returned because
they were erroneous. By our estlmate, in the entire payroll
for 1964, errors of about $900,000 in gross earnlngs, $3 1
million in leave balances, and $7.1 million in the earnings
and tax deductions shown on employees' annual withholding
statements had been made. HEW subsequently redesigned its
system to improve its accuracy (B-164031, Jan. 17, 1969).

11



roll system,?
7,200 payrol -

ments of" gross pay amountlng to’ $738“?do and ‘the
contained erroneéous gross pay amounts of $1 1 m1
(FGMSD-76-68, Aug. 24, 1976). '

. In the second report, we brought to HEW's attent
the need to follow required procedures for billing
lecting thousands of dollars in salary overpaymentﬂ
(FGMSD-76-96, Jan. 5, 1977).

In the third report, we brought to HEW's attent
need to improve its payroll system for the Commissione
Corps of the Public Health Service. We recommended t
(1) provide adequate controls to help insure that onl
authorized and accurate payments are made, (2) fully' mp
ment controls to prevent unauthorized payments unde
matic check processing procedures, (3) pay housing a
living allowances on the basis of current rates, (4
debts due from Corps officers promptly, and (5) evalu
eligibility of officers to receive special retention“
(FGMSD~77-23, May 3, 1977). : ~

2. In 1975 we reported to the Congress on defi
observed in a review of 66 automated payrolling ac
in the Department of Defense. The deficiencies includ:
inadequate separation of duties to preclude fraud,
quate physical control over equipment, records, and'
programs to prevent unauthorized changes, and ina
procedures to assure that all documents affecting
promptly processed. We also noted that only 25 of
activities had been reviewed by internal audltors
2 years before our v1s1ts. Defense planned to co
deficiencies we reported in a standard, Defense-wi
system it was developing (FGMSD-75- 15 Mar. 24, 19

We recently reported to the Congress that th
standard civilian payroll system, the model devel
the computerized system which may replace all De:
roll systems, did not contain adequate procedures
trols to prevent erroneous or fraudulent payments
weaknesses were the same as we reported to the: Congr
March 24, 1975. The Army has taken or plans to ‘tak
to eliminate most of the weaknesses in the system“be
is used Defense-wide (FGMSD-77-4, July 5, 1977).

12



untested or uncontrolled automatic
For 1nstance:

Board and VA. Soc1al Securlty sa1d it is

taklng Steps to obtain such information auto-
matlcally from VA, the Railroad Retirement
Board, and the C1v1l Service Commission's auto-
mated systems (HRD-76~159, Nov. 18, 1976).

==We observed that Soc1a1 Securlty s quality assur-
ance sample of payments during July to December 1975
1975 showed total projected errors of about $425
mllllon, of which about 5 percent ($23 million) was
.attributed to the data proce531ng system. We are
continuing to 1ndependently review this system to
determine how reliable it is in producing accurate

and legal payments.

4. The Department of Commerce paid $82.5 million in sala-
ries in 1974 to its 4,500 employees through use of a compu-
terized payroll system. Because of weaknesses in internal
controls, the computerlzed payroll system could not be
relied upon to insure an accurate payroll or to protect the
Government from 1mproper payments. Commerce has taken
actions to help insure that the payroll system includes
adequate internal controls (FGMSD-76-3, Nov. 10, 1975).

5. The Department of Housing and Urban Development proc-
esses its payroll for about 17,000 employees on a central
computer system. A number of errors and overpayments iden-
tified by both GAO and the Department showed a basic need
for additional internal controls to safeguard the proper
disbursement of money . Department officials corrected

the design errors in the payroll system (FGMSD-75-31, June
18, 1975).
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CHAPTER 3

J "~ . NEW METHODS NEEDED FOR CHECKING

PAYMENTS MADE BY COMPUTERS

In manual systems, cert1f1cat10ns or dlsbursef
are based on evidence provided by source documents: A
attestations of the employees who processed and exam
the source documents. In automated systems, this .
feasible; it would take too long and would duplica
of the work done by the computer and the employees wh
cessed the inputs. It is also infeasible to provide
certifying or disbursing officer with a chain of si
attesting to the correctness of each transaction ‘b
transactions are not processed individually, source:d
ments are not readily available, and many operatlons
invisibly performed by computers.

We believe the certification or disbursement :
ments, regardless of how processed, should be base
dence that the payments are accurate and legal.
mated systems such evidence must relate to the sy
than to individual transactions. Instead of cert
dlsbur51ng officers being expected to be respon51
amining individual payments, they should be provi
formation showing that the system on which they a
compelled to rely is functioning properly. With.:
‘mation they would have a reasonable basis for atte
the legality and accuracy of the payments made. -:

To assist agencies in evaluatlng automated sy
we have recently prepared four review guides: "G
Reliability Assessment of Controls in Computerize
(Financial Management Audits)," "Guide for Reliab
sessment of Computer Produced Data," "Guide for E
Automated Systems," and "Auditing Computers With:
These guides are designed to 'help (1) find out.wh
trols over computer operations can be relied onj
the risks in relying on computer-produced inform
identify weaknesses in controls over computer ope
develop recommendations for' 1mprov1ng controls, -
the adequacy of controls included in computer pro

An evaluation of computet operat1ons perform

cordance with these guides should (1) provide cer _
and disbursing officers with evidence of the exten.ﬁ
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" that operate automated payment systems
n operating official at the assistant
yarable level to review such systems peri-
ine whether they can be relied on to pro-
accurate payments. Such reviews should be

”ﬁhally and supplemented by interim checks

1sbur51ng'off1cer that the system is - rellable.
d payment system is determined to be defi-

e the designated official should (1) deter-
mine whether ments must be made before the deficiencies
can be corrected ‘and (2) become responsible for certifying

that the payments are otherwise proper if they must be made
before system revision.

c1ent; ‘we" bel

The certlflcatlon in these c1rcumstances should be to
the effect that, on the basis of the evidence available to-
the de51gnated ‘official at the time payments must be made, -
they appear proper, notwithstanding the fact that the uncor-
rected system deficiencies have been noted. We recognize
that the certification in these circumstances may result
in erroneous payments. However, where urgency reguires pay-
ment prior to correction of system deficiencies and where
the de51gnated official takes all reasonable steps to as-
sure the correctness of payments within the time available,
in our opinion . the reasonable diligence and inguiry legally .
required will have been satisfied.

We believe that as a general rule the reviews of compu-
terized payment systems should be performed by an operating
organization rather than internal audit. We view these re-
views as part of an agency's system of internal accounting
controls. The internal audit.function, on the other hand,
acts as a separate, higher, and broader level of control re-
sponsible to top management. Accordingly, all certifying
and disbursing functions, including the periodic computer

15




system rev1ews, ‘would be subject to eva uation by
nal audit staff. We would not ob]ec [
assigning the computer system reviews
staff, provided the staff does them regularly and_,

We recognize that, initially, the computer syste
views will be a sizable undertaking for the agenci.
ever, we are convinced they are needed. Also, once
tial review is completed and identified system weakr
are corrected, subsequent reviews could be more 11m1_,
scope.

OMB's respon51b111t1es and its relatlonships with th
executive agencies make it the most logical focal p01nt;
directing the implementation of the new methods needed
for checking payments made by computers._ OMB is resp
ble for assisting the President in the development and ef
fective management of Federal programs. The Director's
sponsibilities include identifying outmoded programs:a
scribing Government-wide policies in the area of finar
management systens 1mprovement The Director also is-
to issue guidance concerning the systematic review by‘
of their operations on a continuing basis. Generally
prescribes these Government-wide financial managemewhj
cies by issuing directives.

RECOMMENDATIONS

' We recommend that the Director, Office of Managemh '
Budget, issue guidelines requ1r1ng department and’ agen
to: .

--Des1gnate an operating off1c1al at the assistant
secretary or comparable level to review eachf'
mated payment system and the controls built int
it to determine whether they are operating effe
tively and can be relied on to compute payments
that are accurate and legal.

-~Direct that such reviews be made at least anﬁﬁa
supplemented by interim checks of major system
changes.

~-Direct the certifying or disbursing officer to-
tify or disburse automated payments only whei
fied by the designated operating official th'v
automated system and the controls built into: 1
operating effectively.

16



Guldance of Federal Agenc1es.

"OR RELIEF OF CERTIFYING

ertlfylng or dlsbur51ng officers are le- - .~
llegal and 1naecurate payments, but mayxbe; ;

’ w1th reasonable d111gence, have de -f
yments were improper. ' Since the offlce_s
to possess evidence of the reliability. of
even though this was the only practical
ure themselves that the payments produced
re legal and accurate, the officers were

of being relieved of 11ab111ty if any
erroneous.

v1rtually -as
such payment .

In the ﬁuture, when a certlfylng or disbursing officer
requests rellef from an illegal, improper, or incorrect pay-
ment made us;ng_an automated system, GAO will continue to

17







ﬁerél’“””ﬂ

1age and- Budget = ' June
Agtlculture LT May
f Commerce _ " - June
Defense o - June.
”Health, Educatzon,_]“ .

the Treaeury '," ?if May 18, 19’

follow1ng sectlons (1) summarlze the agen-

%present our evaluatlon and final pos1_1oh o
1on of the comments. Not all agencx' Lcom-

ev;ewed perlodlcally by operating personnel,
ency auditors, to assure their reliability
Since computer. system review and certifica-
e_part of the automated payment process, OMB
‘need to ‘address the btoader perspective of
quality control ‘throughout the overall. ‘system, including the
steps of data dcquisition, establlshment of payment criteria,
voucher examlejt1on, and data 1nput._ It p01nted out that b

tlohhate only
pointed out -‘the
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these contri
effectivenes:

Treasur
should be re
well as intei
the rellabll
overall“cert: _
over computer;generated data. The sh
of transactions make it extremely d: ul
dual to- ver1fy that every item’ he 51gn is™
respect._' v

ficers should’ be revised to better cope w1th
ment systems and suggested that our” report glve_
(1) the existence of current reviews of systems,
isting internal "controls, and (3) the Natlon )
Standards® respon51b111t1es for Fede ‘

standards." -

Defense agreed that the Shlft from manua'

tems functioning is laid in the des1g
1ng of the systems, as well as propi
1ng operatlon. In th1s connectlon,_

proper.

HEW agreed with our conc1u51_
officer were provided with " 1nforma :
functlonlng properly, there w'uld b

20



1y
ther they can be relledgon to’ produce legal
;ments.f"

genc1es e1ther ‘did not have adequate 1nterna1 ‘audit staffs
to petform thls function or the staffs did not have adequate
expertise to make systems reviews. In our report to the Con-.
gress, "An OVerV1ew of Federal Internal Audit, Office of Man~
agement and Budget and Other Federal Departments and Agencies"
(FGMSD-76~50, Nov. 29, 1976), we pointed out (p. 15) that

the complete or partial absence of internal audit capability

21



means that th
to the 1mport
c1a11y in tho

eration, as we,__
of new systems to help'insufe*tha

audit trails-are ‘provided. We have ¢
recommendatlons (see p. 16) " ‘to pro,‘den

alternative of - u51ng the agency's i
the system reviews when adequate staf
numbers) is available. 'If the system. :
by a separate organlzatlon, they shoul
tion by the 'internal audit staff, ‘alo
the certifying-and disbursing offlcer‘*
cated by OMB (see p. 19), there is 'a ¢
that adequate quallty controls have be

page 16, we are recommendlng that th
bursing officer approve payments: only
de51gnated off1c1a1 at the a551stant

the de31gnated off1c1a1 determ1ne
that the system is deficient, we be
off1c1a1 should be respon51ble fo“"



, _lrective prov1d1ng for agency )
egu1re rev1ews of each automated payment

rk closely with our ice in de51gn1ng
account1ng controls, (2) internal audits
ncial systems 1nc1ude review of account-
(3) changes to automatic data proce551ngf
reviewed by systems staffs. Thus, Com-
position .that .our proposed recommendation
ted payment'system be reviewed at. least

.in éxcessive reviews. Commerce
_rev1ewsfbe)made whenever there is a
ige to systems, and at least yearly.

1ieved ‘that the rev1ews should be less
-preferably on an annual basis. HEW also
le assess the staffing resources needed to
d reviews, and expressed its concern for

_ :tafflng needed to rev1ew HEW's numerous
payment-systems,

Agrlculture stated that certify1ng officers should be

d and special reviews whenever they believe
31s not operating as de51gned or.is operatlng
in a def1c1ent \anner. This demand, Agriculture states,
should be in the form of a letter to the agency head, who

would prov1de ‘interim payment 1nstruct10ns and a time frame
for - completlon of the review. .

The other agenc1es did not comment on the proposed
quarterly frequency of the reviews.

23




con91derat1_
patlon of r

varylng 1nte.

do not belle:

We have_
from quarte:11~

these requests “should be made to [
the as51s;antﬂsecretary or comparab-

and Budget, issue a dlrect1ve >
heads to. o . o
--Direct certlfylng or: dlsburs
or disburse automated paymen
been provided with the results‘o: -
disbursement has been authorlzed,by th
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flcant systems
to prov1de the
“with a wrltten
controls could
't her preparatlon.
'_,shouldgalso be pro-

mmented that the ‘most 1mportant legal 1mpact
s the question of what happens if the head
ceives a- report that a computer system does
payment' of “a payroll.ﬁ Presumably, Commerce -
"Secretary must authorize the disbursement .
ly pass the problem.on.to the certlfylng
under existing leglslatlon governing payment .
the Secretary or the certifying officer would
lly liable for the amount of any payment

"rther states that 1n situations in wh1ch ‘the
er .is notified that the system either can
ied on, the Comptroller General's decisions
ecommendation provide no assurance that the
er can rely on either of these notices. To
ommerce states that 49.:Comp. Gen. 38, 55 Comp.
‘ecedent Comptroller General decisions estab-
‘1ished clearly that the certlfylng officer must seek a :
- Comptroller General's decision in order to be sure of finan-.
cial: protectlon. In the case of a report that the system
cannot- be relied upon, Commerce believes no alternative ac-
tion is p0531ble- ‘the payroll must be sent to the Comptroller
General for a dec151on regardless of the ex1genc1es of timely
payment ' ' _

certlfying-o
suppor t this.
Gen.: 297, an

" In the 0p1n10n of Agriculture, automated payments
should be 1nterrupted only as a last resort. It also sug-
gests that specific guidelines should be provided on what
documentation must accompany re11ef requests made by ac-
countable offlcers.

The other four agencies did not provide specific com-
ments on the above proposed recommendation.

Our evaluatlon

The Comptroller Genecal has traditionally considered
relief proper when erroneous payments have been made under

25



conditions when certifications of bu

were based on: computatlons and audlts
accountable offlcer relied. . In accor
standing standard of care, when an ai
formally notified by the de51gnated

he or she can rely on the determinat
system controls are operating effect”_
ments are nevertheless made as a result of 1nadeq
puterized system controls, we will con51der him o]
have exercised due care and therefore: not to be pers
liable for the ‘erroneous payments.

In a case in which the computerlzed system cann
relied on, our ‘recommendation (see p..17) states tha
agency head should elevate certifying officer autho:
the assistant secretary or comparable ‘official respon
for automated payment system review so that the desig:
official may certify that, on the basis of available
payments were otherwise proper and that urgency prec
correction of system deficiencies before payment. A
on page 18, the intent of this recommendation is tha
it is determlned that a payroll or other payment must.k
made prior to. correction of system deficiencies, and:tl
payments otherwise appear proper, we :will not regard
absence of such controls as evidence of negligence.
mining whether the certifying official should be he
personally liable for any erroneous payments made pr
to the receipt of a formal advance dicision (prior:
from the Comptroller General. The notification to.
gested in the recommendation should enumerate theﬁ
posed to accomplish adequate system controls and t«
erroneous payments. However, the practical reallt
situation, in which time exigencies preclude correc
system deficiencies prior to payment, will be glve;
weight in any requests for waiver of llablllty.

Although the two cases cited by . Commerce may .reas
be interpreted as standing for the propos1t10n ‘th;
way for a certifying officer to be sureiof financi:
tection is to seek an advance dec131on, they also :
that relief is authorized when the accountable off
without fault or negligence. The first case cite
Gen. 38) involved a situation in which:
bursing officer had sufficient doubt.
certain per diem payments to request. adv.
authority within his organization, but?did not ‘r
advance decision from the Comptroller .General.
stated that the urgency of the payments 1nvolved_w
apparent and concluded that substituting guidance::
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' hat doubtful paymen
al for advance
-ment power to
he cited case |
ermined by the Co
do not bel1eve th

y for the requl
the Comptroller

, the accuracy of facts
_port an otherw1se legal payment.

this case and 51m11ar cases would not be
ations in which the agency head determines
guires voucher preparation and it is known
omputerized safeguards do not exist because
the urgencychj1ch impels the agency head to direct payment
without reque ing an advance decision from GAO will be
considered as justification for failure to follow the _
traditional requirement that doubtful ‘payments be submitted
in advance to GAO. Where feasible, we assume the agency
head would secure the informal concurrence of an appro-

priate GAO off1c1al that urgency precludes seeking: a formal
dec151on. : _

that“adequa

The second case (55 Comp. Gen. 297) was in the nature
of an adv1sory oplnlon since it d4id not involve legal ques-
tions arising 'in a specific voucher presented for certifi-.
cation. The case nevertheless summarized the statutory
authority and precedent decisions concerning advance deci-
sions and waiver of accountable officer liability. Of
particular relevance to the question of the acceptablllty _
of a computer1zed system, the follow1ng statement is made-

"We have never undertaken to formulate any.
general rule declaring what acts may carry exemp-
tion from liability for certification of ‘incorrect
facts. Rather, we have sought to apply the relief
provisions. by considering the’ pract1ca1 conditions
and procedures under which certifications of fact
are made. Consequently, the diligence to be re-
quired of ‘a certifying officer before requests for
relief under the act will be considered favorably
is a matter of degree dependent upoh the practical
conditions prevailling at the time of certification,
the sufficiency of the administrative procedures
protect1ng the 1nterest of the Government, and the
apparency of the error."” . (Underscoring supplied.)
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We believe t |
ment provides:adequate basis fo:_
mendations ‘on Efges 16 and 17.

Agrlculture s position that. .auton
be interrupted-only as a last resort.appea
However, the decision as to appropriate :
cases in which the accountable offlce“ :
statement that effective controls could:not be 1mpA
prior to voucher preparation, rests w1th the head of f
agency. L

As stated on page 17, after some experience has: b
obtained with the recommended procedures, we will pr
agencies with detailed guidelines, including a descript
of the documentation which should accompany relief re—fﬂ
quests, as suggested by Agriculture.

AGENCIES' COMMENTS ON OTHER MATTERS RELATED TO
ACCOUNTABLE _OFFICERS' PERSONAL FINANCIAL
ACCOUNTABILITY AND RESPONSIBILITY

The agenc1es, in addition to commenting on the rec
mendations in the proposed report, commented on the.cer
ing and disbursing officers' personal financial acc
ity and other matters relating to accountable offlcer
tions and respon31b111t1es.

Personal financial responsibili;y

Treasury stated there is a pressing need for, mod
the whole concept of personal financial respon51b111
accountable officers--not only for those officials.
sible for approving the payment of Federal funds,'
for those collecting and disbursing the funds. T
feels that a comprehensive 1nteragencygstudy shou
of the "archaic laws and procedures" gov:
financial respon51b111ty of accountable
purpose of (1) modernizing the laws a
procedures and (2) developing reasona
standards of accountability for accou
light of current conditions. Treasur
the Joint Fiancial Management Improver
Committee be requested to initiate th
OMB believes Treasury's suggested studf
would support the study. :

Defense, on the other hand,'stat

continual changes in methods and. increa
the principles of personal respon51b111ty must be €
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"ccas1ons 1n recent years we have considered -
ed for revising the basSic concepts related to
‘personal financial accountab111ty of account-
provided by the.law. 'After receiving the

ts, and after  further consideration of whether
ditions warrant revision of the personal finan-
ity of accountable officers for illegal, im-
‘rect payments, we again concluded that the
1al financial 11ab111ty is sound and essen-

e this liability is necessary to deter

;ul wrongdoing and negl;gence, to. provide

Lty without the necessity for civil suit or
tlon, and to provide GAO with a means to

sions through the exception process.

11er General has traditionally regarded the
countable officers as applicable 1mmed1ately
f an erroneous payment, with waiver of
granted after the fact by the Comptroller

g consideration of the circumstances of
case. The possibility that a third party--
General--might be called upon to make an
judgment as to the accountable officer's
-therefore his financial liability in the
éous payment, provides a degree of control
officers which would otherwise be lacking.
r ce1pt in GAO of formal and informal requests
for advance ‘decisions indicates the seriousness with which
accountable ‘officers regard the independence and impartial
support of - thls?Comptroller General authorlty.

the Comptro
after~the-fact
negligenceiﬂan
case of an er
over ‘accountab
The .continue

_ Because of ‘the concerns expressed by OMB and the Treasury,
- however, we_;ntend to continue to study the concept of per-
sonal accountability in our ongoing audit work.

IS'thE"COHCEPtﬁOf certifying officersloutdated?

OMB believes it is time to review and update, consistent
with modern management techniques, the concept of certify-
ing officers. - The problem of the sheer size of large-scale
operating, accounting, and information systems and the
dispersion of the systems is further complicated by organi-
zational alignments. Also, the wide application of letter-
of~credit procedures and electronic-transfer-of-funds techni-
ques will further complicate the true roles of certifying
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methods of. man _ement and curr
technology. In this connectio
pointed out that all of the leg
quirements -and- -computer reliabili
hensive organlzatlon of flles of
payments.

cover cert1f1cat1on of payments made
credit.

Our evaluation

The agencles' basic reasons for‘l;‘
(1) make the concept con31stent w1th modern managem
techniques and (2) accommodate the use of letter-of
procedures and electronic transfer of .funds. Our
dations are specifically directed to maklng the conce
certifying officers consistent with management S

use of computers. . :

Generally, the use of letters of
obligation and recipient drawdown of
of the normal support that payments‘a
be similar to the use of interim paym
contracts. In this regard, the Compt
(B-180264, Mar. 11, 1974) cert1f1cat
terim payment vouchers without audl
prior to final contract settlement w
interim payments. 1In the case of e
assurances that erroneous paymentsg il
of later audit would provide an acc
adequate information to certify .paymer
of credit without prior audit of the g
ments.

adequately. Strlpped down to essen
between an electronic funds transfez
computer is the check itself. The:e:
system uses a computer in the same.w
be prepared, but instead of preparin
the payment to the payee via.electro
of checking of computer systems :
be as beneficial for an electronie¢ fi
as it would be for a system in: whlc.
prepared. o
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Missouri

es Administration
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Fo:t Worth,
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Denver; Colorado
17; U.S. Infozmatlon Agency
Washlngton, D.C.

-18. Veterans;Adm1n1stra;j§n 5
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Austin, Texas



‘Finance Center
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APPENDIX I

orncz oF MA'N EMEN
WASHINGTON ;

Mr. D. L. Scantlebury _
Director, Division of Financial
and General Management Studies
General Accounting Office
Washington, D.C. 20548

Dear Mr. Scantlebury:

This is in reply to your draft report entitled "New: Meth
Needed for Checking Payments Made by Computers." We
the report with great interest and share your concer
certifying officers who are legally accountable for
generally do not have a systematic way of knowing whe
such payments are legal and accurate. :

We agree that the advances in 1nformat1on process1n
nology have affected the methods estab;lshed for-

examination and data input.

We have been informed by the agencies
now exlst Some agencies use "test;

Lormallzatlon, Your draft repert w;l
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of the certlfylng offlcer is outdated .as a
ological advances. - We- 'believe that it is time
pdate this concept to be consistent with modern
niques. As you. suggest ir. the draft report,
odern computers and other technolog1ca1

iven birth to large-scale operating, accounting,
n systems. Oftentlmes, these systems are
~dispersed throughout the country, feeding
1nformatlon £o'a central computer either directly or indi-
rectly from almultltude of locations and offices.

The problem of}sheer size and dlsper51on of the systems is
further . com; cated by organlzatlonal alignments. Frequently,
so—called_cz ifying officers do not have organizational and
operational sponsibilities over all people and offices .
feedlng and. dling information. Also in many 1nstances,
the certlf officers do not even have operating controls
over thejcbmpu ers that are proce551ng the 1nformat1on'that;h
‘they are‘.} ed to certify. Moreover, the wider applg_a-v
tion of. letter-of—credlt procedures and the electronlc f
transfer of . ‘funds techniques will further complicate the .
true roles: of the certifying offlcers as we know them now..
We, thereforeﬁ_belleve that the whole concept of fiscal
accountablll_:jand certifying off1cers should be reexamlned
and recommendatlons made to change existing leglslatlon to
accommodate modern methods of management and the current
state of the art in information proce531ng technology.

We understand that the Treasury Department has in. the past
suggested a study of the laws and procedures governing
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the persona f1nanc1al respon
officers by:the Joint Financ:
Program. We': belleve this'. sugge
would support such a study.

36

James T. McIntyre, J:
Deputy Director .




hntlebury

Financial and
Management Stud1es
ral Account1ng Office

er}of March 17, 1977 requested our comments on your draft
Ted “New Methods Needed for Checklng Paymeng ¢

drastical]y in the advent of large sca]e computer '
f payments. We wholeheartedly agree w1th the

ree that a separate organization is needed to rev1ew
ach agency. Rather, we involve the cert1fy1ng -
he systems development. process to assure h1mse1f
controls are included in ‘the system design.. .
fficer determ1nes that proper aud1t standards

We believe’ that our system des1gn procedures
"descrIbed above and normal 1nterna1 aud1ts would prov1de
suff1c1ent rev1ew procedures.

Certrfy1n'”off1cers should be . empowered to demand spec1a1 rev1ews
whenever ‘they believe that. the: system is not operating as des1gned
or i: erating in a deficient manner. This demand: should be in
the form of a letter to ‘the agency head who in turn would. prov1de
1nterim payment instructions and a ‘time-frame for complet1on of

the review. Automated payments - sho 1d be interrupted only as a
last resort. :
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APPENDIX ‘I

Ne have no
cert1fy1ng
provided o
cert1fy1ngr :
could -be furt
factors in thi §
procedural and-‘personnel secur1ty shou]d be“cons1dered;
hardware/software evaluation. .

We appreciate_the opportunity to comment;&h;the proposediétb

Sincerely,
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Washlngto
Dear. Mr.;:a; .ébury:
esponse to your request of March 17, 1977,

‘the draft report to the Congress on
ded for Checking Payments Made by

'equately considered. Thlrd the draft
consideration of ex1st1ng 1aws regarding

the'lég spon51b111t1es of agency heads and certlfylng
officer inally, the final report should point.

out . the Bureau of. Standards' respon51b111t1es,
under:

ooks Act, for Federal information processing
hese standards would be ‘basic to implemen-
port's recommended course of action.
sultation with NBS' Institute for Computer
Sc1ences an_'Technology concernlng thelr capabilities
relevant to. 'our proposals.

EXISTING REVIEWS OF SYSTEMS

With respect to the laws requiring’ establlshment and
maintenance ‘of effective accounting ‘'systems and internal
controls, we feel that we are complying with these
requirements ‘through 1mplementatlon of our Comptroller
General approved accounting principles and standards.
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APPENDIX IIT

As you know,
review of th
system.__' '

because of problems in computer1z
We are moving to solve these prob)
November 10, 1975 report (FGMSD) 76-3)::
that we: T

"Make sure that the internal aud1tors
(1) become actively involved in designing
and developing automated system
(2) continually review these systems
after they become operational.”

As a point of 1nformat10n, our 1nternal audit staff
heavily involved in helping to develop..sound contirg
for the system. Also, our Bureau anngepartmental
-staffs work closely w1th your staff i)

ADP systems are also under rev1ew by:our system:
Hence, as far as the Department of Commerce 1s o]

reviewed are part and parcel of ‘th
We have points of financial contro
bullt into the computer programs,_g;

proprlety of payments. Even thoug
is ultimately responsible, he also’ )
responsible persons' actions and ev
apparent that the report takes int
laws and regulatlons pertalnlng to
we believe provide adequate protec
Comptroller General's decisions re r
officers' reliance on internal’ contrﬁ_f
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ty with respect to f1nanc1al records..
11 of these  laws and regulations. Our
nts are retained and are available for.
ments, facll;tatlng aud;ts, and adjudlcatlon

gislative and regulatory requirements and
bility problems require comprehensive

f files of original records to support our
Wllance with 31 U.s.C. '200, for example,

meet the documentatlon requlrements for obllgatlons.

_The need

Department'of Commerce Accountlng Pr1nc1p1es and Standards
approved by the Comptroller General in 1969.

o ;The procedures covering the input of data
: 'to an:.automated system must provide for
nual extraction of necessary data and
-preparatlon of reworts in the case of
-equlpment failure.

o Computer programs used in automated accounting
systems must provide for an audit trail which’
*** ‘provides for and facilitates application -
of financial auditing technigques.

We apply these standards to all of our financial systems.
The records are filed in an orderly manner for review

by anyone entitled to look at them. We do not rely solely
on computer controls to support our expenditures.
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payrolle
dlsburseme_:-

In the case of,an adverse report, no:a ternatlve'
possible; the payroll must be sent to'the Comptr
General for a decision, regardless O i :
payment. ‘

Slncerely,

'\'.

Elsa A. Porter

Assistant Secretary
for Administration
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SCantlebury
v151on of Financial
nagement Studles
ting Office

D.C. 20548

reply to your letter, March 17, 1977 to the
efense regardlng GAO Draft Report "New

“(0SD Case #4580)

f that the shift from manual to computer

Technology cOntlnues to make ADP more effective albeit
more complex. Therefore, the development of new

methods 15“”n evolutionary. process. This process
1nvolvesf ad participation in the design, development,
testing;,.op ratlon, and maintenance of such highly complex
-systems.l e basis for assuring proper function must be
laid: in- de ;gn, development, and testing; and it must

be malntalned throughout operation.

Despite contlnual changes in methods and increasing
complexity of participation, the principle of personal
responsibility for certification and disbursement must
be retained. Our efforts at: readjustment of techniques
ought to be focused upon overcoming the trend toward
diffusion of respon51b111ty for the overall system _
without clear cognizance by the certifying or dlsbur51ng
officer over the information and resources necéssary

to take reasonable and prudent action.
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‘agency shoula
internal audlt

should part1c1pate in the system"pr t
occasional operatlonal review; (4) ‘the
cfficer should have a reasonable degr

aspects; and (5) the certifying or dl”
should have appropriate internal rev1e"
continuously exércise tools and technig
guality control. The last of these, in;
particularly on a quarterly cycle for
would not produce credible results.

Finally, we need to be careful that the p011c1es and
procedures which are ultimately settled" upon are tec
adequate and are feasible of 1mp1ementat10n since they
must be carried out in a constrained resource env1”

Slncenely,
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DEPARTMENT OF HEALTH. EDUCATION. AND WELFARL

OFFICE OF THE SECRETARY
WASHINGTON. D.C 20201

MAY 191977

Mr. Donald L. Scantlebury
Director, Division of Financial
and General Management Studies
United States General Accounting Office
Washington, D.C. 20548

Dear Don:

In reply to your letter dated March 17 to the Secretary regarding the
GAQO draft report, "New Methods Needed for Checking Payments Made by
Computers," we agree that new methods for checking payments are neces-
sary. We also agree with the conclusion that the certification of
payments, regardless of how processed, should be based upon evidence
that the payments are accurate and legal. If the certifying officer
were provided with information that the system is functioning properly.
he would have a reasonable basis for attesting to the legality and
accuracy of the payments made.

The draft report recommends that each organization establish a review
capability to attest to the reliability of systems and states that "such
reviews should be made at least quarterly and should be performed by an
operating rather than an internal audit organization." We believe that
the reviews should be less than quarterly--preferably on an annual
basis--and that the only restriction on "who reviews" should be to ex-
clude individuals responsible for the design and programming of the
system being reviewed. We shou:. not rule out internal auditors since
they seem to be one of several logical choices to assist in the review.

While we ére generally in agreement with the concepts proposed in your
draft report, we suggest that "systems review" be expanded to cover
certification of payments made through letters of credit.

We also suggest strongly that you make a review of the staffing resources
needed to implement your proposed requirements. Your report draft does
not provide sufficient detail to permit us to make an assessment. Ac-
counting and auditing resources are scarce in HEW. Additional staffing
would be needed to establish review capabilities for HEW's numerous
payment systems. This is a hurdle that will be difficult to overcome.

Sincerely yours,

——

{ rwn

Thomas D. Morris
Inspector General
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DEPARTMENT OF THE TREASURY

WASHINGTON, D.C. 20220

FISCAL ASSISTANT SECRETARY

Mr. Donald L. Scantlebury
Director, Division of Financial
and General Management Studies
U. S. General Accounting Office
Washington, D. C. 20548

Dear Don:

This is in response to your letter of March 17, 1977 to the
Secretary of the Treasury with which you transmitted your draft report
entitled '"New Methods Needed for Checking Payments Made by Computers'.
As you requested, we are furnishing our views on the report from the
standpoint of the Treasury's role as a central fiscal agency.

As a matter of good management, wc agree that automated payment
systems should be reviewed pcriodically by operating personnel to pro- -
vide assurance regarding the reliability of the systems. We also feel
that it is important that such systems and related processes remain
subject to independent audits by internal auditors. We doubt, however,
that the specific recommendations in your report will really solve the
problem. We perceive the overall problem as being somewhat broader
than quality control over computer-generated data and feel that further
study would be desirable before a final report is issued.

In this present day and age, large-scale accounting sy:tems exist
in almost every agency. Computer processing may complicate the problems
of an accountable officer, but they exist with or without the computer.
The sheer volume and complexity of transactions makes it extremely
difficult for one individual to verify that every item hc signs is
proper in every respect. At the same time, however, he 1s still per-
sonally liable for losses under a law designed years ago to fit a much
different environment.

We have long been convinced that there is a pressing need for
modernizing the whole concept of personal financial accountability of
accountable officers--not only for those officials responsible for
approving the payment of Federal funds, but also for those collecting
and disbursing such funds. Attached are copies of pertinent letters
on this subject dated September 6, 1968 and Septcmber 17, 1969 from the
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Treasury's then Acting Secretary Barr and Secretary Kennedy, respectively,
to Comptroller General Staats, outlining the accountability problem and
strongly recommending an inter-agency study of the matter. The pro-
posed study was deferred in each case at the request of the Comptroller
General, so as to assess the effects of certain actions planned or taken
by the General Accounting Office to ease the situation. While some
improvement did result from GAO's delegation of authority permitting
the administrative resolution of certain irregularities under specified
amounts, the basic accountability problem still exists.

As indicated in your report, the system of accounting, auditing,
and control used in the Federal Government has evolved into a huge,
decentralized, computerized, largely cashless system today. In line
with these fundamental changes, we feel that a comprehensive, inter-
agency study should be made of the archaic laws and procedures governing
the personal financial responsibility of accountable officers for the
purpose of (1) modernizing the laws and simplifying related procedures,
and (2) developing reasonable and equitable standards of accountability
for accountable officers in light of current conditions.

We believe that such a study would be an appropriate project under
the Joint Financial Management Improvement Program, in line with its
primary mission of improving financial management activities through-
out the Govermment. We therefore recommend that the JIMIP Steering
Committee be requested to initiate an inter-agency study of the entire
matter of personal financial accountability of accountable officers as
soon as p0551b1e

We would appreciate hearing from you further regarding this matter.

cly yours,

Attachments

GAO note: Since these attachments deal wit the same
concerns expressed in Treasury's and OMB's
responses to our draft report, they were not
included in this final report.

(90108)
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