DOCUMENT RESUNME

07359 - [C2727830] QC(E&SEA

[Computer Misuse by the Sigma Corporation, a NASA Contractor].
PSAD-78-148; B-115369. September 27, 1978. Released October 12,
1978, 5 pp. ¢+ 2 enclosures (25 pp.).

Report to Sen, Williaa Proxmire, Chairman, Senate Coamittee on
Appropriations: HUD-Independent Agencies Subcommittee; by Robert
F. Keller, Acting Comptroller General.

Issue Area: Avtomatic Data Processing: Guidelines for ADP-
Management and Control (110); Science and Technology {2000).

Contact: Procurement and Systeas Acquisition Div.

Budget } action: Miscellaneous: Automatic Data Processing
(1001) ; General Science, Space, and Technology: Supporting
Space Activities (255).

Organization Concerned: National Reronautics and Space
Administration; Sigma Corp.

Congressional Relevance: Sen. William Proxmire.

Authority: Federal Computer Systeas Protection Act of 1978;: s.
1766 (95th Cong.). Privacy Act of 1974, OMB Circular A-71.
NASA Procurement Regulation 1.605. Horne Brotkhers, Inc. v,
Laird, 463 F.2d 1268. Myers and Myers, Inc. v. U.S. Postal
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It was alleged that personnel from the Sigma
Corporation, a National Aeronautics and Space Administration
(SASA) contractor, have used NASA's main computer at Johnson
Space Center to develop large-scale accounting systems and then
used the systems to keep books for Sigma Corporation customers.
The Federal Bureau of Investigation substantiated this
allegation but declined to prosecute because the contract was
completed on December 31, 1977, and NASA withheld fees due the
corporation sufficient to cover tne value ¢’ the unauthorized
use of the coaputer, Most of the computer misuse occurred on
other than the prime daytime shift when there was no Governaent
surveillance. NASA decided against suspension or debarment of
the corporation. Action that should be taken to prevent a
recurrence of such computer misuse includes implementation of
Transmittal No. 1 of Office of Management and Budget Circular
A-71 vhich reflects policy guidance on computer security and
determining the sensitivity of information and the extent to
vhich agency resources should be invested in security an risk
analysis. (HTH)
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B~115369
September 27, 1978

-fhe Honorable William Proxmire

Chairme~, Subcommic.-ee on HUD-

Independent Agencies
Committee or Appropriations
United States Senate

Dear Mr. Chairman:

Your August 3, 1lv/7, letter requested us to investigate
an allegation that personnel from the Sigma Corporation--a
National Aeronautics ani Space Administration (NASA)
contractor--have used NASA's main computer at Johnson 3pace
Center to develop large-scale accounting systems and then
used the systems to keep books for Sigma Corporation cus-
tomers. Your letter specifically requested us to determine
the facts of this allegation and to provide you any sugges-
tions regarding steps tnat might be taken to prevent a
recurrence of this type of alleged computer misuse.

Our initial discussions with Jornson Space Center per-
sonnel disclosed that the rederal Bureau of Investigation
(rBI), at NASA's request, was also investigating the alle-
gation. As agreed with your office, we postponed our work
until the FBI completed its investigation and NASA had the
opportunity to act on the findings.

The rBI has completed its investigation and its
February 10, 1978, eport substantiated the allegation that
Sigma Corporation ' in fact used NASA‘'s main computer at
Johnson Space Ceni . to conduct private business. The report
stated that the 2 sistant United States Attorney, Hous*on,
Texas, declined to pu.osecute, however, because the contract
between NASA and the Sigma Corporation was completed on
December 31, 1977, and l!ASA has withheld fees due the Sigma
Corporation that were sufficient to cover the value ot the
unauthorized use of NASA's computers.

By letter dated May 9, 19Y/8, we requested the NASA
Administrator to identify for us the specific actions tnat
NASA took, or was planning to take, against the Sigma Cor=-
poraticn as a result of the ¢¥BI findings. We also asked
NASA to identify any more generalized actions that were
either taken or plarned to prevent a recurrence of similar
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instances of computer misuse at Johnson Space l:nter, as well
as at other NASA facilities. NASA's response to our inquiry
is included as enclosure I and is summarized below.

FACTS PERTAINING TO SIGMA CASE

The Sigma contract involved the use of the Space Center
ADAGE CS 340 computer located in Building 13 and the Space
Center UNIVAC 1110 computer located in Building 12. Sigma
personnel also had direct access to the UNIVAC 1110 computer
through a remote terminal in Building 13. The objective of
the Sigma contract was to develop a software capability to
interface the ADAGE 340 graphics computer to the UNIVAC 1110
digital computer, which is the main computer within the Space
Center. The software developments involved shuttle design
activities.

According to NASA, computer time was not always available
to Sigia personnel on the prime daytime suift. Sigma, there-
fore, did much of its work on the second or third shift,
during which time Government surveillance was not provided.
NASA informed us that tne FBI determined that the majority of
the computer misuse occurred on other than the prime daytime
shift, that is, when there was no Government surveillance.

Based on the FBI report and an analyvsis by the NASA
technical monitors, it was determined that 2.82 hours of
UNIVAC 1110 time was misused. This time equated to
$1,213.53. 1In addition, three rolls of paper were used at
a8 cost of $51.57. The total dollar value of Johnson Space
Center claims against Sigma for misuse of the computer is
$1,265.10.

Relative to the on-line storage time, the ADAGE CS 340
computer time, and the time which may have been used by Sigma
employees cn private business, there was no factual proof to
cover these items and no basis on which to assess a dollar
impact. At this time, NASA has held back $25,362 to cover
the above claim as well as other current cost questions
which are pending. The final contract audit, which is being
performed by the Defense Contract Audit Agency, had not been
completed at the time this report was prepared.

NASA informed us tnat it nad considered suspension or
debarment but decided against these actions. (See p. 6,
enc. I.) It appears, therefore, that the parties responsi-
ble for the unauthorized use of Government facilities will
go unpunished.
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Regarding your concern about what actions might be taken
to prevent a recurrence of this type of computer misuse, an
internal NASA committee is Presently reviewing existing and
Proposed guidelines on computer security. The committee
reportedly will concentrate on implications of Transmittal
No. 1, dated July 27, 1978, to Office of Management and
Budget Circular A-71 (see enc. II) which reflects policy
guidance on computer security provisions for the Fcderal
Government. NASA stated that, if deemed appropriacte by the
commitiee, its guidelines will be revised to reflect specific
provisions contained in Transmittal No. 1.

Also to be considered by the committee will be guide-
lines for carrying out risk assessments for various types of
threats to the automatic data processing environment. Such
analyses are important to determine the cost benefit tradeoffs
of the probability of certain threats occurring versus the
cost and manpower hecessary to protect against them. Govern-
ment. surveillance guidelines for other than prime shift ope.a-
tions will also be discussed at some length. Data processing
installation reviews with mcre attention to computer security
provisions, as well as increased auditing, will be considered.

QUR INVOLVEMENT IN COMPUTER SECURITY PROGRAMS

Your letter requested any suggestions we might have to
Preclude similar incidents from occurring in the future. As
you know, we ha.: been working in the computer security area
for several years and have been concerned about the need for
more protection against the many types of crimes that affect
computer systems. Some of the recormendations made in our
prior reports were: '

--That the Office of Management and Budget direct
that management officials be appointed at
Federal installations heving computer systems
and tnat these officials be assigned responsibil-
ity for computer security and risk management.

-=That security managers, when developing and
implementing security programs, use some form
of risk analysis when deciding what sSecurity
practices are cost effective.

—-That agencies more adequately control computer
Systems that use automated decisionmaking
techniques. :
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--That internal audit groups be used to help
assure management that the computer systems
are under adequatec control.

In connection with our work in the computer security
area, and .. the request of the Office of Management and
Budget, we reviewed a draft of Transmittal No. 1 to
Circular A-71. We noted that the policy proposed in the
draft covered many cf the issues and problem areas that we
identified in prior reports. Consequently, by letter dated
Octuc=ar 28, 1977, we fully endorsed Transmittal No. 1. We
pointed out, however, that while we concurred in this policy
document, it must be recognized that it will not resolve all
of the problems. There will still be problems in determining
the sensitivity of information and the extent to which agency
resources should be invested in security and risk analysis.

Addressing both of these issues is a necessary prerequi-
site to determining and specifying security requirements. We
stated in our letter to the Office of Management and Budget
that these issues will continue to require its attention, as
well as that of th: agencies bLeing asked to implement the
policy expressed in Circular A-7.. NASA's response to our
letter of inquiry on the Sigma case indicates that the agency
plans to address these issues and, therefore, their actions
are consistent with the positions we have taken regarding the
steps that are needed to prevent computer fraud.

More recently, on June 22, 1978, we appeared before the
Subcommittee con Criminal Laws and Procedures, Senate Committee
on the Judiciary to discuss the Federal Computer Systems
Protection Act of 1978 (S-1766). This bill would make it
a crime to use, for fraudulent or other illegal purposes,

Aany computer owned or operated by the United States, certain
financial institutions, and entities affecting interstate
commerce - We cupported the enactment of S-1766.

As indicated in the preceding sections, we have been
active in the past and plan to remain active in reviewing
computer security programs. The facts involved in the
Sigma case have been referred to our Financial and Generai
Management Studies Division which has the audit responsibil-
ity in this area. That Division will fully consider these
facts in scheduling its future audit work.

We tcust that this information meets your needs. Since
we made extensive use of NASA's written response to our letter

4
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of inquiry concerning this matter, we Aid not obtain addi-
ticnal formal comments on the matters discussed in this
report. As arranged with your office, unless you announce
its contents earlier, no further distribution of this report
will be made until 15 days from the date of thLe report. At
that time, ~opies will be furnished to interested parties.

Sincerely vours,

ACTING Comig'lé& 4G/e$1‘€ral

of th2 United States

Enclosures - 2
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NASN

National Aeronautics anc
Space Administration

Washington. D C
20546

JUN 8 1978

Mr. Richard W. Gutmann

Director

Procurement and Systems
Acquisition Division

U.S. General Accountiug Office

Washington, DC 20548

Dear Mr. Gutmann:

The enclosures are forwarded in response to the set of
questions which were included in Mr. Day's letter of
May 9, 1978, regarding the alleged misuse of a NASA
computer by a contractor, Sigma Corporation.

Since NASA is a computer-intensive Agency, we are keenly
aware of the potential problem areas of computer abuse or
misuse and are acutely aware of the problems and needs in
the overall computer security area. The draft OMB
Circular A-71 on the policy and guidelines for computer
security in the F.deral Government has been extensively
reviewed within NASA. Pending the transmittal of OMB
Circular A-71 with its accompanying policy and yuidelines,
we will be taking some interim steps to assist our ADP
managers to preclude similar incidents occurring in the
future.

Sincerely,

Sl

S

Arnold w. Frutkin
Acting Associate Administrator
for External Relations

Enclosures: A/S

SCLOSURS I
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QUESTIONS AND ANSWERS
PERTAINING TO _OMPUTER MISUSE BY NASA CONTRACTORS

What actions did NASA take, either during or since the
completion of the FBI investigation, to identify the
underlying causes that permitted the misuse of its main
compu*er at JSC? Please identify and elaborate on the
specific problem areas to which NASA attributes the
computer misuse.

The Sigma contract was performed on-site at JSC in
Building 13. The coatract involved the use of the JSC
ADACE CS 340 computer located in Building 13 and the

JSC UNIVAC 1110 computer located in Building 12. The
ADAGE computer can be used as a stand-alcne computer Or
can be used to interface with the UNIVAC 1110 computer.

In addition to these two modes, Sigma also had direct
?ccess to the UNIVAC 1110 computer through a remote
terminal in Building 13. All three modes ware used by
other contractor and JSC employees located in Building 13.
Because of the many users, ccmputer time on prime daytime
shift was not available many times and, therefore, had

to be secured during second and third shifts. Sigma did
much of their work on other than prime shift. Government
surveillance was not provided on second or third shift.

We must therefore conclude that if a contractor or its
employees are disposed to misuse Government computers -
and Government surveillance is not present, the likelihocd
of the misuse is greatly increased. Even with Government
surveiliance, detection of "planned misuse"™ or "misuse

in progress" is difficult. Most misuse is detected by
after-the~fact audit techniques as it was in this instance.
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The possible misuse of the NASA computer by Sigma
personnel was suspected around June 1977--about €
months before the expiration date of Sigma's contract.
Sigma continued to work under the contract until it
expired at the end of December 1977. Please identify
the circumstarces and/or consequences which prevented
NASA from terminating the Sigma contract prior to the
expiration date.

The objective of the Sigma activity was to develop a
software capability to interface the ADAGE 340 graphics
computers to the UNIVAC 1110 digital computer, which is
the main computer within the J=2 computing facilities.
These software developments included a data managemer.t
system which spans the needs of a multidisciplinary
design environment; an interactive computer program to
analyz= weight and cost estimating relationships; and an
interactive geometry module for use in preliminary
Shuttle design activities. When it was discovered that
the computer facilities were being misused in June 1977,
Sigma had expended approximately 5 to 6 manyears' effort
on these tasks (all of which wouid have been almost
useless to JSC if they were incomplete). Therefore, it
was the opinion of the JSC technical monitors that it
would be to the advantage of NASA to continue the contract.
The result of continuing the contract was the delivery
of a completed interactive geometry module, a capability
to do interactive weights and cost analyses, and the
skeleton of a data base managament system. Even though
Sigma was allowed to continue their contract effort, JscC
increased the surveillance of their work. Computer runs
Were reqularly checked against the amount of computer
time used and the files accessed during the run. No
further misuse by Sigma was detected during the remaining
7 months ~f the contract.
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What effect did Sigma .employees working on private
business while on NASA time have on the NASA/Sigma
contract? Has NASA satisfied itself that the terms
of the contract were met by Sigma?

We have not yet established specific proof that Sigma
employees worked on private business while charging

their time to the JSC contract. Part of the final

audit of the contract will be to compare sign-in/out
rosters in the Building 13 computer area to the employee
time cards that support Sigma payrolls reimbursed by

JSC. At this point, no measurable effect on the contract
end products has been ascertained 25 a result of Sigma
employees working on private business. The end products
furnished by Sigma met the contract requirements.

EHCLOSURE I
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What was the total extent of the misuse, in terms of
dollars, and what has NASA done to recover the cost
from Sigma? .

Based on the FBI report and analyvsis by the NASA
technical monitors, it was determined that 2.§2 hours of
UNIVAC 1110 time was misused. This time equated to
$1,213.53. 1In addition, it was determined that three
rolls of Gould 4800 paper was used. This equateu

to $51.57. :

These items total $1,265.10 which is the dollar value
of the JSC claims against Signa for misuse of the
computers. Relative to the on-~line storage time, the
ADAGE CS 340 computer time and the time which may have
been used by Sigma employees on private business, there
was no factual proof to cover these items and no basis
upon which to assess a dollar impact. At this time,
NASA ras held back $25,362 which has not been paid to
the contractor. These monies will be held back to cover
the above claim as well as other curreant cost questions
which are pending resolution. This final audit has not
been completed at this time.

ENCLOSURE 1
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Begides recovering the cost of the misuse from Sigma,
what other alternatives, such as placing Sigma on the
barred bidders list, were available to NASA? Why were °
these alternatives rejected, i.n., what are NASA's
criteria for applying each of the alternatives and in
what way did the Sigma case not meet thosa criteria?

Debarment and suspension wa2re considered and discussed
with the JSC Legal Office. Debarment was determined
inappropriate, pPrincipally because of the small sums
involved and the increasing difficulties levied by the
Federal courtez on procuring agencies in recent years
regarding the application of procedural due process in
such proceedings. Reference Horne Brothers, Inc. v.
Laird, 463 F2d 1268, and Myers and Myers, Inc. v.

0.5 Postal Service, 527 F2 52. In view of our
administrative abi ity to withhold and setoff amounts

owed the Government, we felt that the resources which would
be requirec to attempt a debarment were unwarranted.
Besides, the strongest grounds for debarment (a conviction
of crimes as set forth in NASA PR 1.604-2(a)) were
impossible to attain because the U.S. Attorney's

office had declined to pProsecute.

Suspension was considered inappropriate because until

the investigations were completed we did not have
adequate evidence upon which to base a suspension

(see NASA PR 1.605-3). Once the investigatiors were
completed (and at about the same time the U.S. Attorney's
office declined pProsecution), suspersion was no longer
available per NASA PR 1.605-4. NASA installations will,
however, be advised co centact JSC for backgrcund
information prior to makXing a final determination of
responsibility for any awards to the Sigma Corporation.



ENCLOSURE 1 ENCLOSURE I

6. In addition to the contract in question, does NASA
have any other contracts with the Sigma Corporation?
If so, please identify.

JSC has had only two contracts with Sigma Corporation.
The first contract (NAS 9-14520) was initiated

February 10, 1975, for Engineering Design Intecration
(EDIN) Level I System and concluded December 27, 1976.
Level I produced softwnre to support single station,
single user demand control of the design integration
process. The second contract (NAS 9-15162) began
December 27, 19756, and concluded December 1977. This
contract was for the EDIN Level II System which provided
software to support single station, single user inter-
active control of the design integration process. It
was midway through the period of performance on the latter
contract that the misuse of the computers was detected.
There are no other NASA contracts with Sigma Corporation.
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Has NASA let a new contract for the work previously
performed by Sigma? If so, what special precautions
have been taken to prevent a recurrence of the problems
encountered with Sigma?

JSC has not awarded a naw contract for work previously
performed by Sigma. We have, however, provided the data*
base management system developed by Sigma to Lockheed
Electronics Company, our JSC electronics lab and computer
Support contractor for "application" to the Space Shuttle

aerodynamic base for use during the operation Flight
Test Program. .
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R.

Doas NASA believe that the misuse of the JSC computer by
Sigma personnel was an isolated incident or is it a preb-
lem that is evident at other NASA facilities? On what
does NASA base its conclusicn? -

The problem of misuse or abuse of :->mputer systems i~ a
very difficult one. It is one thu’. has no simple solu-
tion and is perplexing to not only NASA but the entire
ADP community.

While we remain acutely aware of the possibility of
similar incidents we, as well as other members of the
ADP community, are faced with trying tov minimize occur-
rence of such incidents within reasonable cost and
manpower constraints. And we do feel the key must be
"reasonable cost and manpower" for prevention.

Fraud, theft or embezzlemert through use of a computer

has occurred in the past within the business, industry,

and Government environments and has received various

media attention. It is a constant worry to our highly
capable ADP managers. No cae can say with any certainty,
and even with elaborate security provisions, that it will
aot occur again. Even investing in extensive and elaborate
security precautions will not with certainty prevent an
intelligent person from "penetrating the defenses."

Indeed, it is generally agreed within the ADP community
that the greatest threat for computer abuse comes from
authorized users of the computer facility (as in this
particular incident). Unauthorized persons, those
without badges, passwords, and legitimate access to the
facility are, in general, adequately controlled. However,
those with authority and access to ‘.he computer in the
course of their normal work represe it the greatest control
problem. Because of their authori.ation to use the com-
puter in the normal work and their sophisticated
knowledge, the s are al=o the most difficult to detect in
unauthorized activities.

While we can consider this an isolated incident and not a
significant problem at our computing facilities, we alsn
recognize that the potential exists for this type of
incident occurring again. We would be less than candid
or realistic to state otherwise. However, we intend to
stay alert to this type of incident and take those pre-
cautions which appear reasonable in terms of overall cost-
effectiveness. Certainly those activities in which the
data being handled is of a sensitive or intrinsically
high-risk nature will continue to be subject to greater
surveillance An3d procedural precaution.

Y
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Has NASA alerted all its facilitiss regardiing the problem
of computer misuse and have instructions been issued on
how to tighten the security over the use of NASA's com-
puters? If so, please summarize and provide ccpies of
those instructions.

Althoughi no formal comprehensive instructions have been
issued to date, NASA field installations are continually
kept apprised of developments in the area of computer
misuse. Such communication has been in the form of
various correspondence and presentations at our annual or
special meetings of the computer community. Also, the
draft policy guidance contained in the proposed Trans-
mittal Memorandum No. 1 to OMB Circular A-71 was dissemi-
nated and discussed several months ago. (See GAO note.)

At the present time, > committee is reviewing existinc

and proposed guidelines on computer security. This
committee will concentrate on implications of the draft
A-71 Transmittal Memorandum, reflecting policy guidance

on computer security provisions for the Federal Government.
If appropriate, NASA guidelines will be revised to

reflect specific provisions as proposed in this document.
Also to be considered by the committee will be guidelines
for carrying out risk assessments for various types of
threats to the ADP enviroamznt. Such analyses are impor-
tant to determine the cost benefit tradeoffs of the
probability of certain threats occurring versus the cost
and manpower necessary to protect against them. Governmunt
surveillance guidelines for other than prime shift
operations will also be discussed at some length. DPI
reviews with more attention to computer security provisions,
as well as increased auditing, will be considered.

The implementation of procedures and safeguard plans for

the Privacy Act of 1974 provisions involving "personal"

data at our field installations afforded recent opportunity
to assess the security of other data as well as general
physical security practices. During the course of security
reviews involving personal data there also began a conscious
effort to review the entire process of security for the
overall ADP environment. '

It has been recognized that highly detailed guidelines on
computer security cannot be issued to our field installa-
tions from the Headquarters due to the wide and diverse

locations, the differing types of equipment, the physical
layouts of the computing facilities, the types and amount

GAO note: Transmittal No. 1 to OMB Circular A-71 was issued on
July 27, 1978.

1v
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of workloads being run on the computers, etc. However,
broad and comprehensive guidelines are being incor-
porated in the "2SA ADP management handbook to cover
security provisions. These Headquarters guidelines
will be flexible so that the field installation can
incorpora‘e and modify their siecurity controls to fit
the local conditions while providing maximum protection.

11
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10.

Are there any other instances of computer fraud that
have been discovered within the past 2 years at NASA
facilities? 1If so, please provide the details and
disposition of eazh case. ‘

Over the past 2 years, NASA has experienced one additional
serious instarce of computer misuse. This matter was
brought to light during a routine inspection of computez
directories and promptly reported, thus enabling a
timely investigation. Investigation revealed that a
NASA contract employee and a former contract employee
had formed an electronics firm and misused a NASA computer
by developing and storing the firm's marketing plans,
technical manuals, plus other writings and computer
architecture details--all of which were unrelated to
Government business. The investigation also uncovered
the fact that bhoth subjects were involved in the theft
of Government. property (hardware), over $5,000 of which
was recovered. Based on commercial compute - costs for
the same services, NASA estimates the total amount of
misuse to be $1,924. Both subjects were indicted by
the Federal Grand Jury for grand theft, conspiracy, and
theft of computer time and storage. On April 14, 1978,
both subjects appeared in Federal Court and as a result
of plea bargaining, one pled gquilty to petty theft and
the other to a felony, grand theft of computer time and
storage. They are to appear in Federal Court orn

June 9, 1978, for sentencing. (See GAO uote.)

GAO note: One subject was sentenced to 2 years iﬁprisonment which was
suspended. He was placed on 1 year probation.

The other subject was sentenced to 3 years imprisonment
which was suspended. He was placed on probation for 4

years, fined $1,000 and ordered to mcuke restitution to
NASA for $2,000,

12
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1ll. Are there other instances currently under investigation?

Please provide the details and status of each case.

There are no other instances under investigation .at
this time.

13
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""'-‘1‘:\#‘
& @"\ EXECUTIVE OFFICE OF THE PRESIDENT
AR :{:I OFFICE OF MANAGEMENT AND BUDGET
k‘s;f:’._,:?"' WASHINGTON. D.C. 20803
CIRCULAR NO. A-71
July 27, 1978 Transmittal Memorandum No. 1l

TO THE HEADS OF EXECUTIVE DEPARTMENTS AND ESTABLISHMENTS
SUBJECT: Security of Federal automated information systems

1. ggfgose. This Transmittal emorandum to OMB Circular
No. - dated March 6. 1965 ovromulgates policy and
responsibilities for the development and implementation of
computer security programs by executive branch departments
and agencies. More specifically, It:

a. Defines the division of responsibility for computer
security between line operating agencies and the Department
of Commerce, the General Services Administration, and the
Civil Service Commission.

b. Establishes requirements for the development of
management controls to safeguard personal, proprietary and
other sensitive da‘a in automated systems.

c. Establishes a requirement for agencies to irnplem~zat
a computer security program and defines a minimum sel of
controls to be incorporated into each agency computer
security program.

) d. Requires the Department of Commerce to develop and
issue computer security standards and guidelines. :

e. Requires the General sServices Adginistratiqn to
issue policies and regulations for the physical security of
computer rooms consistent with standards and guidelines
issued by the Department of Commerce; assure that agency
procurement requests for aut.mated data processing
equipment, software, and relater, services include security
requirements; and assure that all procurements made by GSA
meet the security requirements established by the user
agency.

f. Requires %he Civil Servic: Commission to establish
personnel security policies for Federal personnel associated

14
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with the design, operation or maintenance of Federal
~Jmputer systems, or having access to data in Federal
computer systems.

2. Background. Increasing use of computer and
communications technology to improve the effectiveness of
governmental programs has introduced a variety of new
management problems. Many public concerns have been raised
in regard to the risks associated with automated processing
of personal, proprietary or other sensitive data. Problems'
have been encountered in the misuse of computer and
communications technology to perpetrate crime. In other
cases, inadequate administrative practices along with poorly
designed computer systems have resulted in improper
payments, unnecessary purchases or other improper actions.
The policies and responsibilities for computer security
established Dby this Transmittal Memorandum supplement
policies currently contained in OMB Circular No. A-71.

3. Definitions. The following definitions apply for the
purposes of —.iis memorandum:

a. "Automated decisionmaking systems" are computer
applications which issue checks, requisition supplies or
perform similar functions based on programmed criteria, with
little human intervention.

b. “Contingency plans" are plans for emergency
response, back-up operations and post-disaster recovery.

c. "Security specifications" are a detailzd Asscription
of the safequards required to protect a sewsitive computer
application.

d. "Sensit.ve application" i a computer application
which requires a degree of protection because it processes
sensitive data or because of the risk and magnitude of loss
or harm that could result from improper onperation or
deliberate manipulation of the application (e.g., automated
decisionmaking systems).

e. "Sensitive data" is data which requires a degree of
protection due to the risk and magnitude of loss or harm
which could result from inadvertent or deliberatce
disclosure, alteration, or destruction of the data (e.g.,
personal data, proprietary data).

4. Responsibility of the heads of executive agencies. The
head of each executive branch department and agency is

(No. A-71)
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responsible for assuring an adequate level of security for
all agency data whether processed in-house or commercially.
This includes responsibility for the establishment of
physical,. administrative and technical safeguards required
to adequately protect personal, proprietary or  other
sensitive data not subject to national security regulations,

as well as national security data. It also includes
responsibility for assuring that automated processes operate
effectively and accurately. In fulfilling this

responsibility each agency head snall establish policies and
procedures and assign responsibility for the development,
implementation, and operation of an agency computer security
program. The agency's computer security program - shall be
consistent with all Federal policies, procedures and
standards issued by the Office of Management and Budget, the
General Services Administration, the Department of Commerce,
and the Civil Service Commission. In ‘consideration of
problems which have been identified in relation to existing
practices, each agency's computer security program shall at
a minimum:

a. Assign responsibility for the security of ear
computer installation operated by the agency, including
installations operated directly by or on behalf of the
agency (e.g., government-ownad contractor  operated
facilities), to a management official knowledgeable in data
processing and security matters.

b. Establish personnel security policies for screening
all individuals participating in the design, operation or
maintenance of Federal computer systems or having access to
data in Federal computer systems. The level of screening
required by these policies should vary from minimal .checks
to full background investigations commensurate with the
sensitivity of the data to be handled and the risk and
magnitude of loss or harm that could be caused by the
individual. These policies should be established for
government and contractor personnel. Personnel security
policies for Federal employees shail be consistent with
policies issued by the Civil Service Commission.

c. Establish a management controcl process to assure
that appropriate administrative, physical and technical
safeguards are incorporated into all new computer
applications and significant modifications to existing
computer applications. This control process should evaluate
the sensitivity of each application. For sensitive
applications, particularly those which will process
sensitive data or which will have a high potential for loss,
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such as automated decirsicnmaking systems, specific controls
should, at a minimum, include policies and responsibilities
for:

(1) Defining and approving security specifications
prior to programming the applications or changes. The views
and recommendations of the computer user organization, the
computer installation and the incdividual responsible for the
security of the computer installation shall be sought and
considered prior to the approval of the security
specifications for the appiicatiol..

(2) Conducting and approving design reviews and
application systems tests pricX to using the systems
operationally. The objective of t° “=azign . reviews sghould
be to ascertain that the proposer sign meets the approved
security specifications. The objec..ve of the system tests
should be to verify that the planned administrative,
physical and . technical security requirements are
operationally adequate prior to the use of the system. The
results of the design review and s,stem test shall be fully
documented and maintained as a part of the official records
of the agency. Upon completion of the system test, an
official of the agency shall cextify that the system meets
the documented and approved system security specifications,
meets all applicable Federal policies, regulations and
standards, and that the results of the test demonstrate that
the security provisions are adequate for the application.

d. Establish an agency program for conducting zeriodic
audits or evaluations and recertifying the adequacy of the
security safeguards of each operational sensitive
application including those which process personal,
proprietary or other sensitive data, or which have a high
potential for financial loss, such as automated
decisionmaking applications. Audits or evaluations are to
be conducted by an organization independent of the user

organization and computer facility manager.
Recertifications should be fully documented and maintained
as a part of the official documents of the agency. Audits

or evaluations and recertifications shall be performed at
time intervals determined by the agency, commensurate with
the sensitivity of information processed and the risk and
magnitude of loss or harm that could result from the
application operating improperly, but shall be conducted at
least every three years.

e. Establish policies and responsibilities to assure
that appropriate security requirements are included 1in
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specifications for the acquisition or operation of computer

faci;ities, equipment, software packages, or related
services, whether procured by the agency or by the General
Services Administration. These requirements shall be

reviewed and approved by the management official assigned
responsibility for security of the computer installation to
be usad. This individual must certify <%hat the security
requirements specified are reasonably sufficient for the
intended application and that they comply with current
Federal computer security policies, procedures, standards
and guidelines.

f. Assign responsibility for the conduct of periodic
risk analyses for each computer installation operated by the
agency., including installations operated directly by or on
behalf of the agency. The objective of this risk analysis
should be to provide a measure of the relative
vulnerabilities at the installation so that security
resources can effectively be distributed to minimize the
potential loss. A risk analysis shall be performed:

(1) Prior to the approval of design specifications
for new computer installations.

(2) Whenever there is a significant change to the
physical facility, hardware or software at a computer
installation. Agency criteria for defining significant
changes shall be commensurate with the sensitivity of the
information processed by the installation.

(3) At periodic intervals of time established by
the agency, commensurate with the sensitivity of the
information processed by the installation, but not to excged
five years, if no risk analysis has been performed during
that time.

g. Establish policies and responsibilities to assure
that appropriate contingency plans are developed and
maintained. The objective of these plans should be to
provide reasonable continuity of data processing support
should events occur which pievent normal operations. These
plans should be reviewed and tested at periodic intervals of
time comnensurate with the risk and magnitude of loss or
harm which could result from disruption of data processing
support.

5. Responsibility of the Department of Commerce. The
Secretary of Commerce shezll develop and Tssue standards and

13
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guidelines for assuring security of automated information.
Each standard shall, at a minimum, identify:

a. Whether the standard is mandatory or veoluntary.

b. Specific implementation actions which agencies are
required to take.

¢. The time at which implementation is required.

d. A process for monitoring implementation of each
standard and evaluating its use.

e. The procedure for agencies to cbtain a waiver to the
standard and the conditions or criteria under which it may
be granted. -

6. Responsibility of the General Services Administration.
The Administrator of General Services shall: -

a. Issue policies and regulations for the physical
security of computer rooms in Federal buildings consistant
with standards and guidelines issued by the Department of
Commerce.

b. Assure that agency pProcurement requests for
computers, software packages, and relatecd services include
security requirements which have been certified by a
responsible agency official. Delegations of procurement
authority to agencies by the General Services Administration
under mandatory programs, dollar threshold delegations,
certification programs or other so-called Dblanket
delegations shall include requirements for agency
specifications and agency certification of security
requirements. Other delegations of procurement authority
shall require specific agency certification of security

egquirements as a part of the agency request for delegation
of procurement authority.

c. Assure that specifications for computer hardware,
software, related servicas or the construction of computer
facilities are consistent with standards and gquidelines
established by the Secretary of Commerce.

d. Assure that computer equipment, software, computer
I'9Cm construction, guard or custodial services,
telecommunications services, and any other related s..vices
procured by the General Services Administration meet the
security requirements established by the user agency and are
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consistent with other applicable policies and standards
issued by OMB, the Civil Service Commission and the
Department of Commerce. Computer equipment, software, or
related ADP services acquired by the General Services
Administration in anticipation of future agency requirements
shall include security safeguards which are consistent with
gandatory standards established by the Secretary of
ommerce.

7. Responsibility of the Civil Service Coumissicn. The
Chairman of the Civil Service Commizsion shall establish
personnel security policies for Federal personnel associated
with the design, operation or maintenance of Federal
computer systams, or having access to data in Federal
computer systems. These policies should emphasize personnel
requirements to adequately protect. personal,; proprietary or
other sensitive data as well as other sensitive applications
not subject to national security regulations. Requirements
for personnel checks imposed by these policies should vary
commensurate with the sensitivity of the data to be handled
and the risk and magnitude of loss or harm that could be
caused by the ind.vidual. The checks may range from merely
normal reemp_.yment screening procedures to full background
investigations.

8. Reports. Within 60 days of the issuance of this
Transmittal Memorandum, the Department of Commerce, General
Services Administration and Civil Service Commission shall
submit to QMB plans and associated resource estimates for
fulfilling the responsibilities specifically assigned in
this memorandum. Within 120 days of the issuance of this
Transmittal Memorandum, each executive branch department and
agency shall submit to OMB plans and associated resource
estimates for implementing a security program consistent:
with the policies specified herein.

9. Inquiries. Questions regarding this memorandum should °
be addressed to the Information Systems Policy Division

(202) 395-4814.
I ENZpe .

es T. McIntyre, Jr.
Director
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)

--.-EXECUTIVE OFFICE OF THE PRESIDENT
BUREAU OF THE BUDGET
WASHINGTON,. D.C. 20503

MARCE 6, 1965 CIRCUIAR No. A-T1

TC THE HEADS OF EXECUTIVE DEPARTMENTS AND ESTABLISEMENTS

SUBJECT: Responsibilities for the administration and mapagement
of automatic data processing activities

1. Purpose. This Circular identifies certain responsibilities of executive
agencies for the sdministration and mensgement of autamatic data processing
(ADP) activities, and is intended to provide for maximum cooperation and
coardination detween and amcng the staff and operating agencies of the
executive branch.

2. Scope. The ADP equipment affected by this Circular is that equipment
identified in paregraph 2 of Bureau of the Budget Circular No. A-54,
Policiee on the selection and acquisition of sutomatic data processing (ADP)
equipment, Octcoder 14, 1961.

3. Responsibilities of the Bureau of the Budget. The Bureau of the Budget
vill prov ove ¥ih1p end coordinatisn of executive branch-wide
activities pertaining to the zanagement of sutamatic data processing equipment
and related resources and will develop programs and issue invtructions for
achieving incressed cost effectiveness through improved practices and tech-
‘hiques for the selectionm, acquisition and utilization of sutcmatic data pro-
cessing equipment and resources. In this connection, the Buresu of the Budget
will:

a. Provide policies and criteria, procedures, regulations, information,
technical advice and assistance to executive agencies.

b. Evaluate, through the reviev of agency programs and budgnts and
through other means s the effectiveness of executive agencies and the executive
branch as s whole in menaging sutomatic data processing equipment and resources.

¢. Foster adequate Federal Govermment suppart of progrems for developing
voluntary commercisl standards for autcmatic dats processing equipment snd
techniques, arrange for the approval and promulgation of voluntary commercial
standards vhen it is in the vest interests of the Govermment to do so, and
arrsnge for the development, approval and Promulgation of Federal standards
for sutomatic data processing equipment ani techniques om an interim basis,
or permapent basis, vhen voluntary cammercial standards are not available
or usable.

(No. A-T1 )
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4. Support the developmen: and pramulgation of standard dsta
elements and codes in Sovernment svgiems, when such deta elements an-
codes are in common use in sawe or all executive agencies.

€. GEncoursge the use of sdvenced techniques in the design of data
Svstems and aupport research in advanced svstem design through Aewonstre-
tion projects.

f. Advocate intra-agency and interagency integretion of systems.

g. Sponsor the development of e svstem which provides tov line snd
staff officials at all levels of GCovernment the information peeded for
effective management of automstic data processing equipment and related
resources. '

q, Responsibilities of the General Services Administration. The General
Services Administration is responsible for aiding in the achievement of
increased cost effectiveness in the selection, acquisition end utilization
of sutomatic dats processing equipment and sppropriate related resources
end vill perform the following functions:

8. In connection with the selection of sutometic data processing
equipment, provide to executive agencies, on request, comperative informetion
on the characteristics and performence capabilities of equipwment snd on the
contractual performence of the firms that supply equipment and Programing
aids to the Govermment. :

b. In connecticn with the scquisition of autcmatic data processing
equipment (1) provide Federsl Schedules of Supplv for renting, purchesing
and meintaining automstic data frocessing equipment, for use bv erecutive
sgencies each fiscal year, (2) take such steps ¢s may be feasible and 3
necessary to insure to the extent precticable, that the Federal Schedules of
Supply for ADP equipment each year will be available for use on the first dav
of that vear, and (3) through continucus study and negotiation, seek improve-
ments in the terms, conditicns, and prices stated in Federal Schedules of
Supplv for sutomatic data processing equipment and services.

¢. In connection with the utilization of sutomstic data processing
equipment /.) develop and Publish guidelines and criteria governing the
replacement cof equipment to svoid usage of such equipment bevond the point
of economic sdvantage, (2) provide overall coordination and leadership of
the executive braach in fostering the effective utilizatioo of excess, and
disposal of surplus,automatic dats processing equipment, 1.acluding rented,
leased or owned equirvent, and promulgate such regulatir.s ss may be needed
to insure effective Govermment-wide screening and uiilization of excess ADP
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equipment; and, further, to plan and undertake appropriate measures for
coping with emerging problems associated with the management of excess and
surplus automatic data processing equipment, (3) prepare Govermment-wide
inventory reports ana other statistical information pertaining tc ADP
equipment utilization, based upcn reports submitted in accordsnce with
applicable Bureau of the Budget circulars; and, further, to cooperste in
the continucus refinerent and improvement of manegement information systems
relating tc automatic dats processing activities, (4) exercise leedership
for the executive branch in the development and operation of arrangements
vhich sre designed to promote the sharing and joint utilisation of automatic
data processing equipment time and services within and smong the executive
agencies, and cbtain such infoermation on sharing practices as is necessary
to evaluate the sharing program on a Govermment-wide and regional basis,
including scquisition of equipment in connection with joint utilizetion
programs, and (5) provide policies, guidelines and evalustion criteris for
use by executive agencies in the maintenance of automstic dsta processing
equipment.

d. in cornection with the standardiszation of sutamatic data
processing equipment and techniques, (1) promulgate standard purchase
specifications based upon ADP standards vhich have been ariroved for
sdoption by the Pederal Govermment, and (2) support progrias for the
development of voluntary commercisl or Federsl standards as they pertain
to sutomatic data processing equipment and techniques and coordinste tbhese
sctivities with other executive agencies similarly involved.

e. In connection with autcmatic data processing equipment used with
datas communications systems, inswre that plsaning for the Federal Telecom-
munications System embraces consideration of the rising need for data com-
murication facilities vhich provide for high-speed dats transmission between
computer-based systems.

S. Responsitbtilities of the Department of Cormerce. The Department of
Commerce is responsible for oiding in the achievement of increased cost
effectiveness in the selection, acquisition and utilization of autcmatic
dates processing eLvipment, and in this connection vill perform the following
functions:

a. Jrovide advisory and consultative services to excsutive agencies
on the methods for developing information systems based on the use of

crmputers and the programing snd languages thereof.

b. Undertake research on computer sciences snd techaniques, including
system design, oriented primarily toward Government applicatioms.

(No. A-T1)
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¢. Provide dav-to-dav guidance and monitorship of an executive
branch program for supporting the development, measurement and testing of
voluntarv commercial standards for sutcmatic dsts processing equipment,
techniques and computer langusges.

d. Improve competibility in autcmetic data processing equipment
procured by the Federsl Covermment by recommendiry uniform Federsl standards
for automstic dste processing equipment, techniques and computer languages.

6. Respomsibilities of the Civil Service Commission. The Civil Service
Commission is responsible for providing executive branch-wide leadership
and assistance in the personnel menagoment and manpover aspects of sutcmatic
dats processing. In this connection, the Commission will foster programs
designed to:

a. Staff sutomatic data processing activities effectively by, smong
other things, (1) formulating position clissification and qualification
standards, () developing necesssrv special recruiting techniques, (3)
devising improved testing and selection devices, .and (4) stimulating and
coordinating necessarv training.

b. Educate executives and other kev personnel to achieve greater
effectiveness in ADP management.

c. Anticipate and minimize, to the greatest practicable extent, any
adverse cffects of automatic dsta processing upon the people involved.

d. Provide & medium within the executive branch to focus and coordinete
preparation for the future personnel management end manpover effects and
requirements of automatic dsta processing.

7. Responsibilities of the heads of executive agencies. The heads of sll
executive Eopartuentl and establishments are responsible for the adminis-
tration and mensgement of their automatic dats procesllng activities
including:

a. Agency-vide planning, coordination and control of equipment
utilization.

b. Determination and use of those equipment applications that offer
the grestest return in terms of increased effectivenesc in mission accompliah-
ment and higher productivity.

¢. Development of dats systems that employ the use of the most
advanced design techniques.
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1. Merger or integratiocn of data svstems irrespective of i{ntrs-
8genc or interagency organizaticnal lines, vhen cost ef%sc=iveness in
equipment utilizaticz, data svstems Zanagement, or Prograa  acccmplishe
ment can bYe increased.

e, Determinaticn of autametic '~ta Frocessing equipment requirements.

T. Sharing equipment time and services within the agency, and with
other agencies thrcugh suppor: of the Covernment-wide Frogram for sharizg
exchanges; cocperation in the establishment of service cionters and other
interagency joiat use arrangements.

§. Consideration of the potential impect of the introducticn of ADP
equirment on the agency work foree and taking such steps as are necessary
to alleviate adverse effects to the grestest extent Practicable.

h. Perticipaticn in Goverrment-wide studies and programs for improving
the administraticn sod maragement of sutarz+ic data processing activities
in the executive hrapeh.

8. Effective dste. The provisions of this Circular are effective
izmedistaly. :

KERMIT GORION
Director
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