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BY THE US GENERAL ACCOUNTING OFFICE 

Report To The Administrator, 
General Services Administration 

Improvements Needed IId GSA’s 
Second Year lmplemetitation 
0-f The Financial Integrity Act 

GAO conducted reviews of 23federal agencies’ efforts to 
implement the Financial Integrity Act of 1982. To help 
reduce fraud, waste, and abuse in government op- 
erations, the act requires federal agencies to evaluate 
their systems of accounting and internal control and 
annually report the results to the President and the 
Congress. 

GSA is to be commended for its forthright disclosures of 
internal control and accounting system weaknesses 
known to senior management. However, GAO found that 
the 2,000 evaluations made under the act could not be 
relied on to (1) identify internal control deficiencies or 
vulnerabilities to such problems and (2) determine the 
extent to which accounting systems did not conform to 
the Comptroller General’s requirements. GAO makes 
recommendations for improving evaluation quality--a 
necessary step in assuring internal control and account- 
ing system adequacy. 
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Request for copies of GAO reports should be 
sent to: 

U.S. General Accounting Office 
Document Handling and information 

Services Facility 
P.O. Box 6015 
Gaithersburg, Md. 20877 

Telephone (202) 2756241 

The first five copies of individual reports are 
free of charge. Additional copies of bound 
audit reports are $3.25 each. Additional 
copies of unbound report (i.e., letter reports) 
and most other publications are $1.00 each. 
There will be a 25% discount on all orders for 
100 or more copies mailed to a single address. 
Sales orders must be prepaid on a cash, check, 
or money order basis. Check should be made 
out to the “Superintendent of Documents”. 



UNITED STATES GENERAL ACC0UNTiNG OFFICE 
WASHINGTON, D.C. 20548 

GENERAL GOVERNMENT 
DIVISION 

B-216946 

The Honorable Terence C. Golden 
Administrator of General Services 

Dear Mr. Golden: 

This report discusses the General Services Administration's 
proqress and problems in its second year implementation of the 
Federal Managers' Financial Integrity Act. The report focuses 
on the 

--status of actions taken to correct identified weaknesses, 

--reliability of managers' evaluations in identifying con- 
trol deficiencies, and 

--sufficiency of accountinq system evaluations. 

The report contains recommendations to you on pages 22, 23, 
and 33. As you know, 31 U.S.C. 720 requires the head of a 
federal aqency to submit a written statement on actions taken on 
our recommendations to the Senate Committee on Governmental 
Affairs and the House Committee on Government Operations not 
later than 60 days after the date of the report and to the House 
and Senate Committees on Appropriations with the agency's first 
request for appropriations made more than 60 days after the date 
of the report. 

We are sending copies of the report to the Director, Office 
of Management and Eudget; heads of the General Services 
Administration's services and major staff offices; and 
interested committees of the Congress. 

Sincerely yours, 

William J. Anderson 
Director 





EXECUTIVE SUMMARY 

The Ge~ral Services Administration (GSA) manages 
much of the federal government's requirements for 
real and personal property, supplies, 
transportation, communication, strategic 
materials, and automatic data processing. In 
1984, this involved managing buildings valued at 
$4.2 billion and making $3.9 billion in 
centralized procurements. 

Recause of these important missions, GAO reviewed 
GSA's fiscal 1984 progress in evaluating the 
adequacy of its internal controls and accounting 
systems under the Federal Managers' Financial 
Integrity Act. 

BACKGROVMD The act requires that executive agencies evaluate 
their systems of internal accounting and 
administrative controls to determine whether they 
comply with the Comptroller General's internal 
control standards and provide reasonable 
assurance that (1) obligations and costs comply 
with applicable law: (2) funds, property, and 
assets are safeguarded: and (3) revenues and 
expenses are properly accounted for. Agency 
heads must report annually to the President and 
the Congress on the results of these 
evaluations. Also, each agency must report 
on whether its accounting systems conform to 
principles, standards, and related requirements 
prescribed by the Comptroller General. (See we 
1 to 3.) 

RESULTS IN 
BRIEF 

GSA is to be commended for its informative 
and forthright disclosures of serious 
weaknesses in its internal control and 
accounting systems. In its fiscal 1983 and 
1984 annual reports, GSA identified 62 
deficiencies that materially or significantly 
affected its operations. Also, because of the 
significance of certain uncorrected problems, GSA 
reported that its accounting systems do not 
conform to the Comptroller General's 
requirements. 
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The internal control and accounting system 
problems confronting GSA are serious and 
widespread. To illustrate, weaknesses in supply 
distribution controls present opportunities for 
pilferage, submission of false claims, and other 
practices that may result in loss of merchandise 
and money. Also, reliable accounting data are 
not always timely or fully available. 
Nonetheless, in view of actions being taken to 
correct identified problems, agency-wide 
evaluations of contr,ols, and assurances given by 
managers, GSA reported that its control systems, 
taken as a whole, are generally capable of 
providing reasonable assurance that the act's 
objectives are met. 

Despite the reported success in finding and 
dealing with internal control and accounting 
system problems, GAO believes GSA did not have an 
adequate basis for concluding that its internal 
control systems, taken as a whole, met the 
objectives of the act. GSA had not corrected 
many of the serious control deficiencies already 
identified. Moreover, its internal control 
evaluations could not be relied on to identify 
existing control deficiencies or vulnerabilities 
to such problems. Similarly, accounting system 
evaluations were of insufficient depth and scope 
to determine the extent to which those systems 
did not conform to the Comptroller General's 
requirements. 

PRINCIPAL 
FINDINGS I 

Corrective 
actions 

GSA is making progress in correcting its control 
deficiencies. Of the 62 identified deficiencies, 
GSA reported correcting 9. Because some 
deficiencies are complex, however, it will be 
years before GSA can reasonably expect to correct 
them. For instance, GSA estimates that it will 
take until 1987 to convert to up-to-date data 
processing technology for centralized inventory 
control. (See pp. 7 to 10.) 

Unreliable 
evaluations 

To determine if GSA managers' evaluations were 
reliable in identifying control deficiencies as 
GSA expected, GAO identified the 196 central and 
field office program components that carry out 
the activities and operations corresponding to 
the areas that GSA reported as having 22 newly 
identified deficiencies during 1984. GAO's 
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EXECUTIVE SUMMARY 

analysis of the evaluations showed that only 7 
of the 196 evaluations identified any of the 
reported control deficiencies. The reported 
deficiencies were identified primarily on the 
basis of senior GSA management's and the 
inspector general's knowledge. Furthermore, 
essentially all of the evaluations indicated low 
or no vulnerability to internal control 
problems. (See PP. 11 to 13.) 

Reasons for 
unreliability 

In general, managers were not properly prepared 
to do the evaluation work necessary to identify ' 
control weaknesses. Specifically 

--The complex evaluation process, viewed by GSA 
managers as confusing, overwhelming, and 
difficult to understand, was implemented late in 
the fiscal year which left little time for 
training, doing the evaluations, and reviewing 
evaluation quality. (See PP. 13 to 16.) 

--The criteria to evaluate internal controls was 
found by many managers, who did the evaluations 
that GAO reviewed, to be too general to assess 
automated systems and identify internal control 
weaknesses. (See PP. 16 to 19.) 

Contributing to the unreliable evaluations, in 
GAO's opinion, is the general perception of GSA 
managers that the evaluations accomplish little. 
This perception places the evaluation process at 
risk of being treated as a paperwork exercise by 
the manaqers that GSA senior management expects 
substantive and accurate evaluations from. (See 
PP. 19 and 20.) 

Accounting Although GSA identified instances of material 
system accounting system nonconformance with the 
evaluation Comptroller General's requirements, the 
insufficiencies evaluations were of insufficient depth and scope 

to provide GSA with an adequate basis for 
determining the extent to which the systems do 
not conform to the requirements. The evaluations 
generally included little testing of systems in 
operation, and regional systems were not 
examined. (See pp. 26 to 33.) 
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RECOMMENDATIONS GAO recommends that the Administrator of General 
Services take steps as outlined in this report to 
improve GSA's basis for determining the adequacy 
of its internal controls and accounting systems. 
For the most part, this entails better preparing 
managers for undertaking the evaluations by, for 
example, developing improved evaluation criteria 
and training and expanding accounting system 
evaluation coverage to include regional 
accounting system functions. (See pp. 22, 23, 
and 33.) 

AGENCY 
COMMENTS 

In commenting on this report, GSA agreed with 
GAO's recommendations and described actions, 
taken and planned, to implement them. (See pp. 
23, 34, and 35.) 
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CHAPTER 1 

INTRODUCTION 

Responding to continuing disclosures of fraud, waste, and 
abuse in government programs, largely attributable to serious 
weaknesses in federal agency internal controls, the Congress in 
1982 enacted the Federal Managers' Financial Integrity Act (31 
U.S.C. 3512 (b) and (c)). The General Services Administration 
(GSA) is 1 of 23 agencies included in our review of the status 
of federal agencies' efforts to implement the act. 

GSA manages much of the federal government's requirements 
for real and personal property including the construction and 
operation of buildings, procurement and distribution of 
supplies, reutilization and disposal of property, 
transportation, communications management, stockpiling of 
strategic materials, and the management of the governmentwide 
automatic data processing (ADP) resources program. These 
operations are carried out by GSA's 5 services--Public Buildings 
Service, Office of Federal Supply and Services,' Office of 
Information Resources Management, 
Service, and the National Archives 

Federal Property Res3urces 
and Records Service -- 

several supporting staff offices, and 11 regional offices. 

FRAMEWORK ESTABLISHED TO IMPLEMENT 
THE ACT'S REQUIREMENTS 

The Federal Managers' Financial Integrity Act reiterated 
the concept first incorporated in the Accounting and Auditing 
Act of 1950. That is, the primary responsibility for 
maintaining adequate systems of internal control and accounting 
rests with agency management. Sections 2 and 4 of the Financial 
Integrity Act address this concept. 

Section 2 requires that agency systems of accounting and 
administrative control comply with internal control standards 
prescribed by the Comptroller General of the United States and 
provide reasonable assurance that: 

--obligations and costs are in compliance with applicable 
law: 

--funds, property, and other assets are safeguarded against 
waste, loss, unauthorized use, or misappropriation; and 

'Hereinafter referred to as the Federal Supply Service. 

2Effective April 1, 1985, the National Archives and Records 
Service became an independent agency. 



--revenues and expenditulres are properly recorded and 
accounted for to permit the preparation of accounts and 
reliable financial and statistical reports and to 
maintain accountability over assets. 

Also, agency heads must prepare annual statements to the 
President and the Congress on whether their internal control 
systems fully comply with the requirements contained in section 
2. To the extent the systems do not comply, the act requires 
the identification of material weaknesses in the agencies' 
systems together with plans for corrective actions. These 
annual statements are to #b,e made on the basis of internal 
control evaluations done in accordance with guidelines developed 
by the Office of Manageme'nt and Rudget (OMB). 

Section 4 further requires that agency heads prepare annual 
statements on whether their agencies' accounting systems conform 
with the Comptroller General's accounting principles, standards, 
and related requirements (hereinafter referred to as the 
Comptroller General's requirements).3 

To provide the framework for implementation, as prescribed 
by the act, the Comptroller General issued additional standards 
in June 1983 for federal agencies to meet in establishing their 
internal control systems. The standards apply to program 
management as well as to traditional financial management areas 
and encompass all operations and management functions. 

Also, as prescribed by the act, OMB, in consultation with 
the Comptroller General, established guidelines in December 1982 
for agencies to use in evaluating, improving, and reporting on 
their internal control systems. In short, OMB's guidelines 
provide that agencies should segment their programs and 
functions into units and then assess the units for vulnerability 
to fraud, waste, and abuse. On the basis of the vulnerability 
assessments and other available information, agencies should 
correct known weaknesses, schedule more detailed review work to 
areas suspected of having control weaknesses or areas believed 
highly vulnerable to problems to identify necessary corrective 
actions, and annually report on actions being taken to correct 
material control weaknesses. 

3The GAO Policy and Procedures Manual for Guidance of Federal 
Agencies contains the principles, standards, and related 
requirements to be observed by federal agencies. Specifically, 
title 2 prescribes the overall accounting principles and 
standards, while titles 4, 5, 6, and 7 specify requirements 
governing claims; transportation; pay, leave, and allowance; and 
fiscal procedures, respectively. Also, agency accounting 
systems must include internal controls that comply with the 
Comptroller General's internal control standards and related 
requirements such as the Treasury Financial Manual and OMB 
circulars. 
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GSA assigned responsibility for integrity act work to the 
Office of Program Oversight. This office is under the direction 
of the Associate Administrator for Policy and Management 
Systems, the designated senior official responsible for GSA's 
efforts. Additionally, GSA 

--established within each service, staff office, and 
regional office, a network of representatives responsible 
for assuring orderly implementation of integrity act 
requirements: 

--directed that internal control responsibilities be 
included in performance plans of all Senior Executive 
Service and merit pay managers; and 

--established a senior advisory body consisting of the 
heads of GSA services and staff offices and 
representatives from the Office of Inspector General to 
review integrity act implementation and reporting. 

In general, these steps created a centrally directed internal 
control evaluation and reporting program under the supervision 
of the Office of Program Oversight. 

GSA RESPONSIVE TO GAO CONCERNS 

We reported4 that GSA made progress in implementing the 
act during 1983 but that it had problems assessing internal 
controls under the OMB .guidelines and assessing conformance of 
accounting systems with the Comptroller General's requirements. 
Accordingly, we made a number of suggestions to assist GSA in 
improving its evaluation efforts. 

GSA has been,responsive to our suggestions and, in the 
second year, revised much of what it did the first year. For 
example, GSA: 

--Developed a new internal control evaluation 
methodology-- called managerial evaluations--for 
identifying control weaknesses and highly vulnerable 
areas warranting closer examination through testing of 
controls in operation. In doing so, GSA (1) overhauled 
the organizational basis on which the previous year's 
evaluations were done: (2) documented, for evaluation 
purposes, a list of management requirements unique to the 
work processes of each program component: and 
(3) introduced new procedures for systematically 
evaluating each program component. 

4First Year Implementation of the Federal Managers' Financial 
Integrity Act by the General Services Administration 
(GAO/GGD-84-57, May 22, 1984). 
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--Established a more comprehensive accounting system 
evaluation process by (1) improving evaluation guidance, 
(2) obtaining more complete coverage, and (3) scheduling 
operational testing of all financial management systems. 

--Made extensive disclosures of known internal control 
weaknesses and accounting system deviations from 
standards. GSA went beyond what was required in OMB 
guidelines by reporting significant problems that 
affected the agency but were not so severe as to meet 
OMB's definition of material.* 

--Implemented a monitoring process to assure identified 
internal control weaknesses and accounting system 
deviations are corrected. The process incorporated a 
number of sound management principles such as 
establishing accountability for correcting problems, 
identifying significant corrective action steps to be 
taken, and establishing milestones for each significant 
step. 

OBJECTIVES, SCOPE, AND METHODOLOGY 

We reviewed GSA's implementation of the Federal Managers' 
Financial Integrity Act because of the high priority given by 
the President and the Congress to improving the government's 
internal controls. In doing so, we did not attempt to 
independently determine the adequacy of GSA's internal control 
and accounting systems nor independently test the results of 
actions taken by GSA to improve those systems. 

The objectives of our review were to: 

--evaluate GSA's second year progress in implementing its 
internal control and accounting systems evaluation 
processes; 

--assess GSA's progress in correcting internal control and 
accounting system weaknesses identified during the first 
year under the act; 

--assess the reasonableness of GSA's second annual 
assurance statements on internal control adequacy and 
accounting system conformance to the Comptroller 
General's principles and standards; and 

5Material internal control deficiencies are those that impair 
fulfillment of an agency's mission: deprive the public of 
needed government services; violate statutory or regulatory 
requirements, or result in a conflict of interest. According 
to GSA, significant deficiencies are those that seriously 
affect agency operations but do not meet the definition of 
materiality. 
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--evaluate the reliability of GSA's evaluation efforts for 
determining the adequacy of its internal control and 
accounting systems. 

Audit work was conducted at GSA's central office and 3 of 
its 11 regional offices--National Capital, Kansas City, and 
Chicago. These locations were included in our review of GSA's 
first year implementation of the integrity act and, because of 
the base line information already developed, were again 
visited. Originally, the National Capital Region was selected 
because it is the region with the most employees, Kansas City 
because it has the National Payroll Center, and Chicago to 
provide additional geographic representation. At each location 
we (1) examined relevant correspondence, directives, and 
procedures: (2) analyzed internal control evaluations performed 
and corrective action plans developed; and (3) discussed 
integrity act requirements, evaluations, and corrective actions 
with responsible GSA officials. 

Although we obtained information on GSA-wide efforts to 
improve internal control systems in accordance with section 2 of 
the act, we examined in more detail the internal control 
evaluation efforts made by GSA component managers in three 
programs that, on the basis of our prior work, seemed likely to 
have a high potential for experiencing control problems. These 
programs were the supply and property management programs in the 
Federal Supply Service and the leasing program in the Public 
Buildings Service. In general, we went over all aspects of the 
evaluations with the affected managers. As shown in appendix 
II, our detailed work involved 65 evaluations covering 18 
different GSA program components in the four locations. To 
place this aspect of our detailed work in perspective, we 
covered 18 of GSA's 350 components and 65 of the 1,962 control 
evaluations done by managers agencywide. We supplemented the 
detailed work with information from the internal control 
evaluation file documentation of 1,689 evaluations. In total, 
we reviewed information on 1,754 evaluations or about 89 percent 
of GSA's evaluations. 

We also selected, for detailed review, six ADP components 
from the Federal Supply Service, Public Buildings Service, and 
the Office of Information Resources Management; the bulk of 
GSA's computer-related activities are located in these three 
services. These six components covered all ADP related program 
components in GSA's Federal Supply Service and Public Buildings 
Service, and 2 of 17 automated information service components in 
the Office of Information Resources Management. A fuller 
explanation of the ADP controls covered by the assignment is 
shown in appendix III. 

In assessing GSA's accounting systems evaluation and 
improvement efforts (section 4 of the act), we concentrated on 
the central office because it was the center of GSA's evaluation 
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effort. To provide audit coverage to regional finance center 
evaluation efforts, we also performed audit work in the Kansas 
City region because it had the National Payroll Center. We 
reviewed GSA's evaluation guidelines, service and staff office 
conformance reports and user surveys, corrective action status 
reports, and GAO and inspector general audit reports. We also 
interviewed central office and Kansas City regional office 
officials who planned, manitored, and implemented GSA's 
evaluation efforts. Additionally, we interviewed Office of 
Inspector General officials to determine their role in the 
accounting system evaluation efforts. 

All audit work was performed from May 1984 to February 1985 
and was done in accordance with generally accepted government 
auditing standards. 
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CHAPTER 2 

IMPROVEMENTS NEEDED TO 
ASSURE INTERNAL CONTROL ADEQUACY 

GSA has identified numerous control deficiencies and is 
taking action to correct the reported problems. On the basis of 
the corrective action underway, internal control evaluations 
done in late 1984, and other available information, GSA reported 
that it has reasonable assurance its systems of control are 
adequate: that is, the control systems, taken as a whole, are 
"generally capable" of achieving the objectives of the Financial 
Integrity Act. 

In our opinion, GSA did not have an adequate basis for 
concludinq that its systems of control, taken as a whole, were 
adequate. GSA had not yet completed action to correct serious 
internal control deficiencies that it had previously 
identified. Moreover, GSA's evaluations of its control systems 
were not reliable for identifying existing control weaknesses 
and/or vulnerability to such weaknesses, and few internal 
control reviews, which test systems in operation, were 
completed. Additionally, GSA needs to overcome the perception 
held by some managers that the integrity act process is little 
more than a paperwork exercise; a perception that GSA senior 
management believes skewed the results of its internal control 
evaluations and made it appear that GSA has greater assurance 
than it really has. 

SERIOUS CONTROL DEFICIENCIES 
PRESENT: MUCH REMAINS TO BE DONE 

In both its 1983 and 1984 reports to the President and the 
Congress, GSA identified many serious and widespread internal 
control problems facing the agency. GSA is to be commended for 
its informative and forthright reporting of such weaknesses. 
GSA is working toward, and has made some proqress in, correcting 
its internal control deficiencies. However, because in some 
instances these identified deficiencies are complex, it will be 
years before GSA can reasonably expect to correct them. 

GSA's two annual reports identified 17 material and 45 
significant internal control deficiencies requiring corrective 
actions. The following illustrates the widespread nature and 
seriousness of the control problems. 

Material weaknesses: 

--Weaknesses in supply distribution controls present 
opportunities for pilferage, submission of fictitious 
orders, filing of false claims, and other practices that 
may result in a loss of merchandise and money. 
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--Weaknesses in ADP,security of 20 major computer system 
installations in such diverse areas as supply 
distribution, financial systems, and public buildings 
management infor~t~~ian systems, may allow critical data 
to be altered, son&itfve information to be 
inappro1priataI.y disclosed, data files to be destroyed, 
and/or ADP services to be disrupted or completely 
shutdown for unacceptable periods of time. 

--Weakness'es in financial management systems (data is not 
fully available, of consistent quality and reliability, 
and not always available on a timely basis) limit the 
availability of financial data to support effective 
decisionmaking throughout the agency. 

--Weaknesses in project planning and management for the 
containment and removal of asbestos' from the federal work 
place may result in the work not being accomplished in a 
timely manner. Asbestos-- a known carcinogen--was a 
commonly used building material and has not yet been 
fully identified in the federal work place, although 
accelerated action on 33 buildings at a cost of $195 
million has been undertaken. 

--Weaknesses in the controls over the appraisal of real 
property may result in appraisals that are not timely or 
sufficiently independent to support objective and 
cost-effective decisionmaking and cause delays in 
disposing of real property, rejection of acceptable 
offers, increased disposal expense, and the appearance of 
impropriety. 

Significant weaknesses: 

--Weaknesses in inventory controls over personal property 
may allow the loss of such property to go undetected. 

--Weaknesses in controls over the protection and 
maintenance of high value strategic and critical 
materials in the National Defense Stockpile present 
opportunities for their theft and/or deterioration. 

--Weaknesses in controls over data entry into GSA's 
automated supply system, including inadequate separation 
of duties, provide the potential for falsifying supply 
inventory receipts to support falsified billings. 

--Weaknesses in telephone inventory and accounting system 
controls result in GSA paying for disconnected and 
unneeded phone lines. 

--Weaknesses in controls over the determination of space 
requirements can lead to the acquisition of inappropriate 
building space. 



--Weaknesses in controls governing the use of cost 
estimates by qualified price analysts may preclude 
assessing whether GSA settled on a fair and reasonable 
price durinq contract negotiations. 

--Weaknesses in controls over proceeds resulting from the 
sale of government-owned personal property and in 
protecting personnel responsible for such proceeds may 
result in loss of money and harm to personnel involved. 

To assure timely and appropriate correction of the reported 
control problems, GSA established in March 1984 a process to 
oversee managers' efforts to plan and carry out corrective 
actions. GSA required that (1) responsibilities for addressing 
control deficiencies be assigned to appropriate managers; 
(2) corrective action plans developed to address the 
deficiencies be approved by service or staff office officials 
and the Office of Oversight; (3) significant corrective action 
steps be enumerated in the plans; (4) milestones for each action 
step be established; and (5) periodic reporting be made to the 
Office of Oversiqht. These steps, taken together, establish 
accountability and deadlines for correcting the problems and 
help assure high level GSA attention. 

In turn, GSA reported some progress in correcting control 
weaknesses and recognized the long-term nature of correcting 
others. More specifically, GSA reported correctinq 1 of the 17 
material deficiencies and 8 of the 45 significant deficiencies 
and specifically enumerated longer-term actions proqrammed to 
correct the others. For example, GSA estimates that updatinq 
the ADP technoloqy required for centralized inventory control 
will take until 1987 but will result in savings of $90 million 
over the life of the system. Similarly, to eliminate control 
weaknesses in its supply distribution operations, in part, will 
require the replacement of an automated information system in 
the Office of Finance. The initial design for that system is 
underway. Also, to eliminate waste in the contractinq prouram, 
GSA managers estimate that it will take until 1988 to 
appropriately convert to single award contracts from multiple 
award ones. 

GSA also reported making 26 other improvements to its 
control systems. These problems were identified and corrected 
durinq 1984 and included improvements such as the establishment 
of edit checks in the supply distribution ADP systems to prevent 
the processing of erroneous shipping information. 

Despite the presence of serious control deficiencies, GSA 
senior officials believe GSA's systems of internal controls have 
been improved over the previous year. While recognizing that 
much remains to be done to correct control deficiencies, they 
believe GSA's system of controls, taken as a whole, provide a 
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control environment generally capable of providins reasonable 
assurance that the objectives of the Financial Integrity Act are 
met. This assurance is based on the corrective actions 
underway, evaluations of internal controls agencywide, 
assurances given by subordinate GSA officials, and consideration 
of other available information. 

MANAGERS' EVALUATIONS ARE IMPORTANT 
FOR ASSESSING INTERNAL CONTROL ADEQUACY 

To a large degree, GSA's 1984 assessment of internal 
controls was to be made on the basis of managers' evaluations of 
each of GSA's 350 program components located in the central and 
regional offices, or about 2,000 evaluations. 

Managers were expected to appropriately (1) identify 
specific control weaknesses that need improvement or 
(2) recommend an internal control review when such a weakness is 
believed present but the weakness or corrective action cannot be 
definitively identified. Because GSA officials viewed the 
managers' evaluations as comprehensive, they believed that 
managers, for the most part, could identify the control 
deficiencies and needed corrective actions and thereby eliminate 
the need for the more detailed and time consuming internal 
control reviews. 

To provide criteria for performing substantive evaluations, 
central office managers were requested to identify, in a 
document called the management control matrix, all program 
controls by listing (1) applicable laws and regulations, 
(2) significant work performance requirements, and 
(3) significant requirements for management controls. To assure 
that the matrix was complete, field managers were requested to 
document any missing program controls and, if appropriate, 
supplement the matrix with any significant operational 
controls. As such, the matrix contained a list of management 
requirements unique to the work processes of each component. 

In performing the evaluations, the central and regional 
office program component managers, in addition to documenting 
known control breakdowns such as those identified in the prior 
year by the inspector general, GAO, or in other studies, were 
required to assess their components' vulnerability to waste, 
loss, unauthorized use, or misappropriation. 

Managers were to first rate how effectively and efficiently 
their program components met specified performance requirements. 
Managers were to then rate how effectively certain types of 
controls assured that the performance requirements were met. On 
the basis of this second rating, managers were to compute a 
vulnerability index and identify internal control deficiencies 
or the potential for such deficiencies that should be examined 
in more detail during an internal control review. 
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These managers' evaluations, together with other available 
information, such as inspector general reports, were to serve as 
a basis for the preparation of assurance letters by GSA's 11 
regional administrators and 14 heads of GSA's services'and staff 
offices attesting to the adequacy of internal controls within 
their areas of responsibility. 

MANAGERS' EVALUATIONS 
WERE NOT RELIABLE 

GSA's evaluations were expected to identify internal 
control weaknesses and/or the potential vulnerability for such 
weaknesses where they existed. However, they did'not do so. 
The evaluations, for the most part, did not identify the 
deficiencies GSA reported to the President and the Congress in 
its report covering 1984 operations. These deficiencies were 
identified primarily on the basis of senior GSA management's and 
the inspector general's knowledge. Additionally, the 
evaluations generally indicated very low vulnerability in the 
reported problem areas. Therefore, GSA cannot rely on these 
evaluations as an accurate assessment of the adequacy of its 
internal controls. 

GSA's year-end report covering 1984 operations identified 
19 new areas containing 22 siqnificant and material internal 
control deficiencies in addition to the 40 deficiencies 
identified during the previous year. To determine if the 
managers' evaluations identified internal control deficiencies 
as GSA expected, we identified the program components that carry 
out the activities and operations corresponding to the 19 areas 
which GSA reported as having newly identified significant and 
material deficiencies during 1984. We then analyzed the 196 
evaluations done by the managers of those components (22 central 
office and 174 regional office evaluations). 

Only 7 of the 196 evaluations we analyzed, or about 
4 percent, identified any of the significant and material 
internal control deficiencies which GSA reported. Moreover, 
these 7 evaluations identified only 6 of the 22 reported control 
deficiencies. For example, none of the applicable evaluations 
identified the limited separation of duties among leasing 
program employees or the need for more timely removal of 
asbestos from GSA-controlled space as problems. Most of GSA's 
reported deficiencies were identified by means other than the 
managers' evaluations. Specifically, 8 of the 22 deficiencies 
were identified by the Offices of Oversight and the Inspector 
General as a result of their audits and reviews, and 8 were 
identified from the assurance letters prepared by the heads of 
GSA services, staff offices, and regional offices. See appendix 
IV for summary descriptions of the reported deficiencies and 
sources for their identification. 
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Furthermore, our analysis showed that GSA cannot rely on 
the evaluations to identify vulnerability to control 
deficiencies. Although the 196 evaluations represented 
components corresponding to the areas that GSA reported 
contained significant and material deficiencies, the evaluations 
rarely indicated that the components' controls were potentially 
vulnerable to such problems. 

According to GSA's instructions, managers were to rate the 
effectiveness with which specified control categories assured 
that specified performance requirements were met. Although 
individual control categories could be rated from 0 to 900, GSA 
required managers to preliminarily identify a control problem 
warranting further evaluation if a control category was rated 
150 or higher. As shown in figure 2.1, only 1.5 percent, or 3 
of the 196 evaluations had a control category rated at 150 or 
more. The majority had ratings indicating very low 
vulnerability to potential control problems--that is, 92 percent 
of the evaluations rated no control category greater than 100, 
and almost 60 percent rated no category greater than 50. 

Percent of Evaluations 

- 

Fllgura 2.1: Distribution of Csrtein 
GSA Manager EvahWons According to M) * 
Thesir Highest Vulnrrabtlity Ratl~nga 

. 

Low Vulnerability t itgh Vulnerability 

Percent of Evaluations 

50 51 101 
or to to 
IB)b 100 149 

Vulnerablllty Ratings 

- Represents the GSA established po,nt at whtch higher vulnerabllnty ratings re?q”~ie managers to 
preliminarily ldentlfy miernal controi problems 

aVulnerabil~ty ratings were asslgned to the following categories of controls. organizational 
structure; auihorityiresponsibil~ty relatlonshlp. personnel qualifications and development; 
ob)ectives; commumcation. resourge use. performance measurement and evaluatfon, criteria, 
methods, and work processes, reports; records; and safeguarding of assets. 



Finally, our analysis showed that GSA cannot rely on the 
evaluations because they did not generally identify areas that 
needed further detailed review. GSA's year-end report covering 
1984 operations identified 27 areas which warranted an internal 
control review because of either suspected or known control 
problems. In general, these areas were identified by the heads 
of GSA's services and staff offices. Our analysis of the 
evaluations corresponding to the 27 areas showed that the 
affected managers recommended an internal control review in only 
5 of the 27 areas. Furthermore, of the 1,754 managers' 
evaluations that we obtained information from during the review, 
only 1 percent recommended that internal control reviews be 
done. 

VARIOUS FACTORS CONTRIBUTED TO 
UNRELIABLE EVALUATIONS 

In general, managers were not properly prepared to do the 
evaluation work necessary to identify control weaknesses. The 
complex evaluation process, viewed by GSA managers as confusing, 
overwhelming, and difficult to understand, was implemented too 
late in the fiscal year to provide time for training, doing the 
evaluations, and instituting quality control checks. Also, many 
managers who did the evaluations that we reviewed found that the 
criteria established to evaluate internal controls was too 
general to assess ADP systems and identify potential control 
weaknesses. Further contributing to the unreliability of the 
managerial evaluations is the general perception of GSA managers 
that the evaluation work is accomplishing little. This 
perception places the evaluation process at risk of being 
treated as little more than a paperwork exercise by the managers 
that GSA expects to do substantive evaluations and to accurately 
report the results to GSA management. As discussed on page 21, 
GSA senior officials share our concern about the evaluation 
process being treated as a paperwork exercise. 

Late evaluation implementation 
hindered the evaluation effort 

GSA's late development of the evaluation process left 
little time for training managers on the complex evaluation 
methodology, for performing the evaluations, and for instituting 
quality control checks. Moreover, managers were required to do 
the evaluations during a particularly busy time--when they have 
other fiscal year-end reporting and budgeting responsibilities. 
In addition, much of the training provided to managers was not 
very helpful because it was too general and because parts of the 
evaluation instructions were later substantially revised. 
Consequently, managers had difficulty in understanding and 
complying with GSA's rather complex evaluation requirements. 

In order to prepare the year-end report on the status of 
its internal controls, GSA established October 1, 1984, as the 
deadline for completing the evaluation work in the regional 
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offices. The regional evaluations were then to be consolidated 
into an overall control evaluation by the central office 
component managers. By November 16, 1984, the results of this 
work were to be reported to the Office of Oversight for 
preparation of the GSA annual report. 

Because GSA did not issue evaluation instructions until 
August 31, 1984, however, little time was available to perform 
the basic evaluation work in the field offices. For example, 
the Chicago regional office received the evaluation forms and 
instructions on about September 5, 1984. The national capital 
region received evaluation criteria covering one of GSA's five 
services in mid-September. According to field managers, because 
of their deadline for completing the evaluations and heavy 
end-of-fiscal year responsibilities such as budgeting, financial 
reporting, and operational planning, little time was available 
to evaluate internal controls. Yet the field evaluations are 
the foundation on which the overall conclusion regarding the 
adequacy of service and staff office internal controls is based. 

Similarly, time constraints were experienced by regional 
officials responsible for reviewing the adequacy of the 
evaluations. For example, in Chicago the official had 1 day to 
review 176 evaluations and, at the national capital region, the 
official had less than 2 days to review 138 evaluations. As a 
result, these reviews were procedural and perfunctory in nature. 

Further adding to these time pressures was the need for 
additional time to properly train managers on the rather complex 
evaluation methodology. The evaluation instructions were 26 
pages long, and the evaluation form was 12 paqes long. The 
consensus of the 39 managers who prepared the 65 evaluations on 
which we did detailed work in three regions and the central 
office was that the instructions and forms were unclear, 
difficult to understand, confusing to read, overwhelming, or 
inadequate in some way. Some managers complained that they did 
not have enough time to read and understand all 26 pages of 
instructions, so they took shortcuts or, as one senior national 
capital region manager said, the timing of the process forced 
managers to "blindly" rush to finish their evaluations. In the 
Chicago region, for example, the regional official responsible 
for administering the evaluation process in the region found 
that 

II to respond to these extensive complex 
p;oAedures within a two-week period established a 
psychology among the region's managers that the 
central office was not serious about this program." 

The training provided to managers within the time available 
was not sufficient to overcome evaluation complexities. The 
consensus of central and regional office managers who prepared 
the 65 evaluations was that the training provided by GSA's 
central office was not very helpful. They said the training 
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provided only a general overview of the evaluation process 
rather than an understanding of the specific requirements that 
had to be met. 

The training provided to Chicago regional office managers 
illustrates how managers were introduced to the evaluation 
requirements. Two training sessions were held on August 20, 
1984. The first session-- a l-hour briefing to top regional 
managers --centered on why GSA was evaluating its programs. It 
did not cover how to do an evaluation and no information 
handouts were provided. 

The second training session --which lasted about 2-l/2 
hours-- was given to managers responsible for making the 
evaluations. Draft copies of the evaluation forms were given to 
the managers and explained with the use of slides. However, the 
bulk of the presentation was aimed at why GSA is evaluating its 
programs and what the evaluation process should accomplish. 
Substantive questions, such as how to make an accurate 
assessment of vulnerability, were not addressed because written 
instructions and supporting documents were not available. 
Managers were informed that details on how to develop ratings 
would be explained in the final instructions. 

The final instructions, however, did not reduce the need 
for training. As noted previously, most managers found the 
instructions confusing and difficult to understand. 
Accordingly, each of the three regions and two services that we 
reviewed established their own training. Most of the persons 
providing this training had received some earlier training in 
preparation for administering the process in their region or 
service. Their l-week introduction to the requirements of GSA's 
process, however, was given in early July 1984, before the 
evaluation methodology was fully developed. Major segments of 
the explanatory material used for that training differed 
substantially from the instructions that were eventually issued 
on August 31, 1984. Consequently, those persons designated by 
the services and regional offices to train the managers who 
would be making the evaluations were not, themselves, fully 
trained. 

Thus, the managers' evaluations often did not comply with 
GSA's requirements. For example, our review of 65 evaluations 
done by managers of Federal Supply Service and Public Buildings 
Service components located in the central office and the 
Chicago, Kansas City, and national capital regions showed that: 

--Fifty-nine did not adequately describe, as required by 
GSA guidelines, the basis for the vulnerability 
assessment. Ten of the 59 did not provide any 
explanation. 
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--Twenty-two omitted required information on prior 
evaluations, known deficiencies, or remaining corrective 
actions. 

--Supervisory reviews, to assure that the evaluations were 
properly done , generally did not identify non-compliance 
with GSA requirements. 

Evaluation criteria too general 
to identify control problems 

Many of the managers who did the evaluations that we 
reviewed found that the criteria established for evaluating 
internal controls was too general to assess ADP systems and 
identify potential control weaknesses. 

Evaluations did not adequately 
consider relevant ADP controls 

GSA is highly dependent on its automated systems to carry 
out its mission and administrative functions. For example, the 
Federal Supply System supports about $3.3 billion of annual 
purchases of supplies and materials and the Public Buildings 
Service Information System supports about $2.2 billion spent in 
the leasing and ownership of federal buildings. It is therefore 
important for GSA to thoroughly evaluate ADP controls as their 
quality affects GSA's ability to give reasonable assurance that 
its systems of internal control are effective and operating as 
intended. 

GSA, however, did not provide its managers with specific 
instructions or criteria for evaluating ADP controls or 
documenting such evaluations. Accordingly, each GSA service and 
staff office was responsible for determining how best to 
evaluate controls dealing with the management of computer 
centers and ADP systems--"general controls"--and those dealing 
with assuring the accuracy and reliability of computer-processed 
data--" application controls." Our review showed that relevant 
(1) general controls were overlooked in evaluations by managers 
of components responsible for computer centers and ADP systems 
and (2) application controls were overlooked by managers of 
components supported by ADP systems.6 

general controls overlooked 

Generally, the managers who prepared the Federal Supply 
Service and Public Buildings Service ADP evaluations told us 
that they did not specifically consider ADP general controls. 
Moreover, the documentation supporting the six evaluations that 
we reviewed did not indicate that the ADP qeneral controls were 

6Appendix III provides a more detailed discussion on the general 
and application controls considered during the assignment. 
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evaluated when appropriate.,' For example, the documentation 
supporting the evaluation of controls at the GSA computer 
centers did not identify the general controls, such as 
installation management and system software and hardware 
controls, for which the centers are responsible. However, the 
managers who performed the evaluations generally believed that 
sufficient controls were in place and working. 

These managers said they did not specifically evaluate ADP 
general controls because of the lack of detailed instructions. 
Most of these managers noted that guidelines established under 
the current evaluation process did not specifically help them in 
evaluating or documenting their evaluations. 

Some managers told us that they utilized other guidance to 
supplement their evaluations. This guidance, however, was not 
sufficiently comprehensive to assure that all relevant general 
controls were evaluated. For example, the three ADP managers at 
the Washington, D.C., computer centers assessed physical 
security by using guidance provided by a different GSA program. 
However, this guidance does not provide for evaluating other 
general controls, such as installation management, or software 
and hardware controls, for which the centers are also 
responsible. 

Similarly, the two ADP managers responsible for evaluating 
the Office of Information Resources Management's internal ADP 
systems used guidance developed for performing ADP risk analysis 
studies which were required by OMB under another program. These 
risk analyses, however, dealt primarily with security controls 
over certain ADP systems and certain software and hardware 
controls: they did not provide for assessments of system 
design, development, and modification; installation management; 
or installation security controls. 

application controls overlooked 

The evaluation of application controls--assuring the 
accuracy and reliability of computer-processed data--is the 
responsibility of program component managers. Program component 
managers are responsible for originating the data, preparing the 
data for entry into the computer system, and/or receiving and 
reviewing the output from the system. Our discussions with the 
39 GSA managers who did the 65 evaluations in the central office 
and the Chicago, Kansas City, and national capital regions 
showed that 54 components were substantially dependent on 

70ur review of the 6 evaluations covered all ADP related program 
components in GSA's Federal Supply Service and Public Buildings 
Service, 2 of 17 automated information service components in 
the Office of Information Resources Management, and 2 of 4 
major GSA computer centers nationwide. Our analysis of each of 
these evaluations was supplemented by discussions with the 
affected managers, 14 in all. 
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computer-processed information and that the managers should 
therefore b'e concerned about data accuracy and reliability. 

Our review work was larqely dependent on our discussions 
with these managers because evaluation documentation qenerally 
did not indicate the ADP controls that were evaluated. 
Specifically, the documentation did not identify either the ADP 
application systems, such as the Federal Supply System, or 
relevant application controls, such as those to assure that only 
authorized and properly prepared data are entered into the 
computer or those to assure that data output is complete, 
accurate, and timely. 

Almost half of the evaluations did not consider relevant 
ADP controls. Of the 54 program components that required ADP 
support, the managers who conducted 26 of the evaluations stated 
that they did not consider the relevant ADP application 
controls. Moreover, the managers that said they did consider 
ADP controls could not provide us with any supporting 
documentation. For the most part, they told us that their 
evaluations were based on their general knowledge of controls 
and how well they were working. 

Central office manaqers who were responsible for 
aggregating the information from the regions and summarizinq it 
to provide an overall evaluation of ADP application controls 
told us that the lack of specific guidance was the primary 
reason for not, in most cases, considering application controls 
and documenting their evaluations. They told us that the 
existing guidance does not clearly specify that ADP application 
systems should be evaluated, nor does it provide managers with a 
systematic approach for evaluating and documenting their 
controls. 

Management control matrix is too 
general to identify potential 
co8ntrol weaknesses 

By establishing the management control matrix, GSA made a 
start in tailoring evaluation criteria to the unique 
characteristics of each component. GSA's managers, in applying 
the performance requirements and the control categories 
specified in the matrix, did not, however, identify existinq 
material and significant control deficiencies nor did they 
indicate that components with such deficiencies were potentially 
vulnerable to control problems. (See pp. 11 through 13.) In 
our opinion, this is, in part, attributable to the rather broad 
and general nature of the performance requirements and control 
categories. 

Of the 21 managers who responded to our questions, 11 
indicated that the criteria provided by the matrix is not 
sufficient for managers to use in finding control problems. For 
example, one regional Federal Supply Service manager, who had 

18 



responsibilities involving inventory management, requisition 
management, and wholesale supply, told us that the evaluation 
process will not identify internal control problems because the 
broadly stated performance requirements do not require managers 
to "dig" to make an evaluation. The manager cited the following 
example to make the point. Rather than focusing the evaluation 
on a control objective--" Are you buying the right amount of 
stock, at the proper time, from the right source"--the 
performance requirement calls for evaluating the following: 

"Establishes and maintains policies and procedures to 
assure the establishment, replenishment, and release 
of personal property through the FSS depot stock 
program." 

The manager said the performance requirement is so broad 
managers can evaluate their performance as always effective and 
efficient and not perform the evaluation work needed to 
determine if control problems are present. 

To illustrate this point, a regional Federal Supply Service 
manager used the evaluation criteria and arrived at a conclusion 
exactly opposite that of senior GSA management. The regional 
manaqer for GSA's centralized discrepancy report center was 
required to evaluate the following relevant performance 
requirement and control categories. 

Performance requirement Control category 

Establish procedures for Resource use 
civilian activities to report 
discrepancies in shipments Criteria, methods, and 
from GSA or Department of work processes 
Defense wholesale supply systems 

Reports 

The regional manager concluded that his operations' performance 
was always effective and always efficient, and rated the 
controls in place, on a scale of one (the best) to nine (the 
worst), a perfect "one." According to the manager, he rated his 
performance as always efficient because he believed that 
productivity goals were being met or nearly met and that timely 
responses were provided on discrepancy reports. Senior GSA 
managers, however, concluded that the lack of a fully automated 
discrepancy report system and its accompanying effect on 
productivity and response to customers constitute a significant 
control weakness. 

Managers saw few tangible 
benefits resultina from evaluations 

The general perception of the GSA managers we interviewed 
is that little is being accomplished on the basis of the 
integrity act evaluation work. This perception places the 
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evaluation process at risk of being treated as little more than 
a paperwork exercise by the managers that GSA expects to do 
substantive evaluations and to accurately report the results to 
senior GSA management. 

We discussed the benefits derived from the evaluation 
process with 37 of the 39 managers who prepared the 65 
evaluations that we reviewed. Only 2 of the 37 saw tangible 
benefits being derived from the evaluation process. Also, 
managers working in components affected by deficiencies reported 
in GSA's annual report covering 1983 operations told us they saw 
few tangible benefits. For example, we interviewed 12 national 
capital region component managers concerning 11 corrective 
action plans developed by the central office. None had seen the 
corrective action plans nor had they been contacted by the 
central office for input. Moreover, 11 of the 12 managers 
believed no tangible benefits were being obtained from the 
process. 

Managers may be inherently reluctant to disclose control 
problems if they are unaware of benefits being obtained from 
such disclosure. A few of the managers that we spoke with 
indicated that it was not beneficial to report all they knew 
about control problems to the Office of Oversight. One manager 
said that it was far better to resolve problems at the local 
level than to report the problems up through the organization 
because unnecessary and continuing paperwork had to be filled 
out. The following example is one instance where a known 
deficiency was not reported to the Office of Oversight. 

Two regions were not meeting agency standards for timely 
payment of bills; according to sample data, one region made late 
payments 50 percent of the time. This problem was known to 
regional officials and the Comptroller's Office. The problem 
was not, however, reported to the Office of Oversight for 
consideration by senior GSA management during deliberations 
leading to GSA's annual statement on the status of its internal 
controls. According to an Office of Oversight official, the 
problems were serious enough to warrant consideration by senior 
management in preparing that report. 

FEW INTERNAL CONTROL REVIEWS 
WERE COMPLETED 

Despite the intended thoroughness of the managerial 
evaluations, GSA senior officials recognized that the 
evaluations needed to be supplemented with the more in-depth 
internal control reviews. These reviews are intended to test 
the controls of vulnerable systems and may also serve as a 
validity check on the managers' evaluations of these same 
areas. Because of GSA's late start in developing its review 
program, however, only 5 of 41 scheduled reviews were completed 
in time for consideration in GSA's annual statement on the 
adequacy of its internal control systems. 
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In part, this incomplete review coverage is attributable to 
the late development of review instructions by the Office of 
Oversight. As of May 1985, GSA had not finalized its guidelines 
for conducting internal control reviews. Draft guidelines were 
developed in July 1984, but little training was provided to 
affected managers. GSA service and staff office managers told 
us that they were not about to rush into doing the internal 
control reviews because they believed the guidance would change. 

Accordingly, GSA has scheduled 63 internal control reviews 
for completion during fiscal year 1985. This number includes 36 
left uncompleted from 1984 and 27 newly identified ones. 

GSA IS REASSESSIMG ITS 
EVALUATION PROCESS 

GSA acknowledged in its year-end report covering 1984 
operations that there were shortcomings in the evaluation 
process. GSA reported that many of its managers consider 
implementation of the Financial Integrity Act to be a paperwork 
exercise and that this view may have skewed the results of the 
managers' evaluations, making it appear that GSA has greater 
assurance of proper operations than it really has. 

To overcome the paperwork perception problem and to give 
the services and staff offices more control over the evaluation 
process, GSA made several changes for 1985. The Office of 
Oversight has authorized each of GSA's services and staff 
offices to develop their own internal control evaluation process 
if they believe a different approach is more appropriate for 
evaluating their operations. Regardless of the evaluation 
procedures adopted, however, each service and staff office is 
tasked with developing improved evaluation criteria (performance 
requirements specified by the management control matrix under 
the present system). Specifically, central office managers are 
to develop a listing of control objectives and control 
techniques before obtaining field evaluations. The appropriate 
development of such evaluation criteria, in our opinion, can 
provide managers a better basis for evaluating the adequacy of 
existing controls. 

Also, to reduce paperwork and provide more control to the 
services and staff offices, the Office of Oversight changed 
corrective action reporting requirements. Services and staff 
offices are no longer required to provide monthly reports on 
corrective actions. Instead, reporting is to be made on an 
event cycle basis; that is, when a milestone is met or missed. 
Also, only the correction of material control deficiencies and 
not significant control deficiencies are to be monitored 
centrally. 

While we believe evaluation criteria improvements are 
needed, we caution GSA that the reduced central direction of the 
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Office of Oversight may be interpreted as a lesseninq of GSA 
commitment to a strong Financial Integrity Act effort. GSA-wide 
commitment is critical to (1) resolving the uncorrected material 
and significant internal control deficiencies, (2) testing the 
controls in the areas recognized as potentially having control 
deficiencies, and (3) performing sufficient evaluation work of 
good quality and consistency to appropriately determine the 
adequacy of GSA's control systems. 

CONCLUSIONS 

GSA did not have an adequate basis for concluding that its 
systems of control, taken as a whole, met the objectives of the 
act. GSA is working towards, but has not yet completed, actions 
to correct the serious control deficiencies already identified. 
These deficiencies adversely affect agencywide operations and 
need to be promptly resolved. Moreover, GSA's evaluations were 
not reliable and few internal control reviews were completed. 
Thus, GSA has not performed sufficient evaluation work of good 
quality to be in a position to reliably assess whether adequate 
controls are in place and working effectively. GSA's late 
development of.the evaluation process left little time for 
training managers on the complex evaluation methodology, for 
doing the evaluations, and for instituting quality control 
checks. These shortcomings and accompanying manager confusion, 
together with views that little is being accomplished by the 
evaluation process, place GSA's evaluative effort at risk of 
being treated as little more than a paperwork exercise. 

Concern over GSA's internal control evaluation work being 
treated as a paperwork formality is shared by some GSA managers 
and is reflected in GSA's annual report. To address this 
concern, GSA has passed responsibility for improving evaluation 
methodology and criteria from the Office of Oversight to the 
various services and staff offices. Although evaluation 
criteria improvements are needed, we caution GSA that this step 
does not negate the need for overcoming the other program 
weaknesses. Furthermore, it should be made clear to the various 
services and staff offices that the reduced role of the Office 
of Oversight should not be interpreted as a lessened commitment 
by GSA to meeting the goals of the Financial Integrity Act. 

RECOMMENDATIONS TO THE 
ADMINISTRATOR OF GENERAL SERVICES 

We recommend that the Administrator of General Services 
direct the Associate Administrator for Policy and Management 
Systems to work with the various GSA services and staff offices 
to 

--assure that the evaluation criteria being developed by 
the service and staff offices identify appropriate 
control objectives and techniques as the basis for 
evaluating the adequacy of existing controls: 
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--develop more explicit guidance covering ADP control 
evaluations to assure that relevant "general" and 
"application*' controls are appropriately evaluated; 

--train managers so that they fully understand the 
evaluation requirements that they are expected to follow: 

--assure that managers are provided increased time to 
perform internal control evaluations; 

--establish quality control checks within the evaluation 
process to reinforce the need for managers to comply with 
evaluation requirements; 

--provide managers feedback on the results of the 
evaluation process and benefits obtained; and 

--assure the timely completion of the internal control 
reviews of identified highly vulnerable areas. 

AGENCY COMMENTS AND 
OUR EVALUATION 

In commenting on this report (see pp. 35 to 39), GSA agreed 
with our recommendations and described actions, taken and 
planned, to implement them. For example, consistent with our 
recommendation, GSA has required the services and staff offices 
to identify control objectives as the basis for evaluating the 
adequacy of internal controls. GSA also invited our views on 
the value of its revised management control matrix--the document 
that identifies the control objectives and techniques to be 
evaluated by GSA managers. 

As stated on page 21, we believe the appropriate 
development of control objectives through the matrix can provide 
GSA managers with a better basis for evaluating the adequacy of 
internal controls. Our opinion is, in part, based on a study 
performed for GAO by a Task Force of the Association of 
Government Accountants entitled Financial Reporting On Internal 
Controls In Government, December 8, 1980. That study reported 
that the development of meaninsful control objectives is 
critical to the-successful performance of a control evaluation. 
Once the objectives of a control system are identified, an 
evaluation to determine whether they are beinq achieved can 
begin. 

The success of such an evaluation process, however, is 
dependent on the development of control objectives that can 
serve as benchmarks for reliably determining if they are met. 
As discussed on pages 78 and 19, the objectives (called 
performance requirements) used in GSA's fiscal 1984 evaluation 
process were not developed to the point where they could serve 
as meaningful benchmarks; they were too qeneral. For example, 
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the following performance requirement was established for the 
program component wholesale supply, "Establishes internal 
storage and distribution procedures.' To help assure that 
control objectives under the revised matrix are appropriately 
developed, GSA may want to answer questions such as the 
following: 

--Have control objectives been established to deal with the 
significant risks of program component operations? 
Examples of such risks in a wholesale supply program 
component could include (1) inaccurate inventory records, 
(2) loss of supplies through deterioration or theft, and 
(3) untimely shipment of supplies to other federal 
agencies. 

--Do established control objectives identify minimum 
standards of performance or conditions desired and are 
they measurable? Examples relative to the above risks 
could include (1) x percent of the inventory records 
agree with supplies-on-hand as determined by annual 
physical counts, (2) x percent of supplies are lost 
because of deterioration and/or theft, and (3) x percent 
of supplies are shipped within x days of receipt of 
customer’s order. 

In general, if control objectives do not identify, whenever 
practical, minimum levels of acceptable performance or desired 
conditions as determined by GSA management, little improvement 
will have been made over the previously used performance 
requirements. 

With respect to ADP matters, GSA agreed in principle with 
our approach to the evaluation of ADP controls and concurred 
with our recommendation. GSA agreed to add narrative material 
relating to ADP general and application controls to its 
evaluation instructions. If this additional guidance adequately 
addresses ADP general and application controls and is applied 
conscientiously, GSA should have the means to sufficiently 
evaluate and document ADP controls for those GSA program 
components that contain ADP work processes. 

GSA also stated, however, that the managers' evaluations 
envisioned by OMB are not necessarily meant to be detailed 
reviews of all controls in any particular system and that the 
general evaluations required from its manaqers, if done 
conscientiously, should be adequate for components that contain 
ADP work processes. 

Our report does not propose that ADP evaluations be done in 
more detail than evaluations of other program component 
controls. However, our report recognizes that OMB's December 
1982 Internal Control Guidelines require agencies to evaluate 
their systems of internal control--both manual and automated--to 
judge whether adequate controls exist and are functioning. 
Moreover, OMB's 1984 guidance states that agencies must assure 
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"that proper controls are in place in automated systems 
themselves, as well as in the management of the ADP function." 
Accordingly, we believe that during managers' evaluations, ADP 
controls should be examined in the same depth as other program 
component controls. As such, the evaluation is dependent on the 
appropriate identification of ADP control objectives in the 
management control matrix as discussed earlier. 

GSA also stated that our report indicates that the use of 
ADP risk analyses, required under another OMB program, is not 
sufficient to meet Financial Integrity Act requirements. GSA 
stated it believes integrity act reviews should be consolidated 
with other types of reviews to the extent possible. We agree 
that other types of reviews should be used to meet the act's 
requirements whenever possible. However, we believe that the 
ADP risk analyses done by the Office of Information Resources 
Management were not comprehensive enough to be a total 
substitute for managers' evaluations required under the act. By 
design, the manaqers' evaluations provide a broader coverage of 
ADP activities, whereas risk analyses provide indepth, but 
narrowly focused coverage of specific ADP activities. (See p. 
17.) Nevertheless, we recognize that they both assess control 
and security, and work conducted under each effort may meet some 
of the evaluation requirements of the other. We therefore agree 
that GSA should take advantage of other reviews so long as 
Financial Integrity Act requirements are met. 
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CBAPTER 3 

FURTHER WORK IS WEEDEDTO 
IMPRoirE %SA'"S ACCOUNTING SYSTEMS 

GSA reported that, for fiscal 1984, its accounting systems 
do not conform to the Comptroller General's requirements. 
Nonetheless, GSA is making progress in improving its accounting 
systems in that a number of accounting system problems that 
adversely affect agency operations have been identified and some 
have been corrected. Also, longer term efforts to address the 
remaining more complex problems are underway. 

GSA, however, has not yet done sufficient evaluation work 
to know the extent to which its accounting system problems have 
been identified. Of 47 accounting systems, 30 have been 
preliminarily reviewed and none have been sufficiently tested in 
operation. Such testing is needed to determine whether the 
systems will detect and reject transactions that are illegal, 
incomplete, or inaccurate. Although GSA developed an improved 
evaluation program for 1984, a late start prevented GSA's 
managers from completing the detailed testing that was 
scheduled. Furthermore, weaknesses in the design of GSA's 
systems evaluation program will, in our opinion, limit its 
future effectiveness in identifying system problems. 

GSA IS TAKING ACTION TO BRING ITS 
ACCOUNTING SYSTEMS INTO CONFORMANCE 

In its fiscal 1984 report, GSA concluded that its 
accounting systems did not conform to the Comptroller General's 
requirements. In essence, GSA's systems do not always deliver 
reliable or timely information. Of its 47 systems that account 
for $5.5 billion, GSA identified 20 problem areas requiring 
corrective action: 3 involving material deviations from 
applicable principles and standards: and 17 containing lesser 
problems.8 To bring its accounting systems into conformance, 
GSA is working to correct these problems as it worked to 
successfully correct two problems identified during its first 
year evaluation effort. 

Some instances of nonconformance affect GSA's summary 
accounting records. GSA considers two systems, the National 
Electronic Accounting and Reporting System and the Daily 
Accounting Cycle System in the Office of the Comptroller as 

8GSA also reported two problems that it identified and 
corrected during 1984. 
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having the agency's summary accounting records.9 Operation of 
these systems are adversely affected by two of the three 
reported material deviations' from the Comptroller General's 
requirements.lO Specifically, 

--Weaknesses in documentation controls for the National 
Electronic Accounting and Reporting System hinder an 
understanding of system-related operations (system 
documentation has not been kept current since inception 
in 1974) and result in frequent errors, loss of time, and 
use of staff res"ources. 

--Weaknesses in the financial management systems (data are 
not fully available, of consistent quality and 
reliability, and not always available on a timely basis) 
limit the availability of financial data to support 
effective decisionmaking throughout the agency. 

The other 17 areas of nonconformance that GSA categorized 
as less than material are comprised of nine problems in the 
property accounting area and eight in areas such as accounting 
for intra-GSA transactions, budget activity categories, and cash 
transactions. Of these, 6 were identified during the 1984 
process and 11 remained uncorrected from 1983. 

GSA has corrected four areas of nonconformance. Each of 
these involved problems that were not considered to be 
material. For example, they involved recording annual leave 
expenses in the Consumer Information Revolving Fund and properly 
recording tax withholdings for re-employed annuitants. 

One of the material deviations and 10 other areas of 
nonconformance are scheduled to be corrected by the end of 
1985. For example, the National Electronic Accounting and 
Reporting System documentation effort is being prepared by a 
contractor and is scheduled for completion by October 1985. 
Three other areas of nonconformance should also be corrected in 
October 1985 when the Daily Accounting Cycle System is merged 
into the National Electronic Accounting and Reporting System. 

9To establish a single official summary accounting system, GSA 
plans to merge the Daily Accounting Cycle System into the 
National Electronic and Accounting Reporting System by October 
1985. 

loThe third material deviation pertains to the manner in which 
GSA finances equipment purchases through the General Supply 
Fund. Instead of immediately reimbursing the fund, GSA 
finances the purchases over the useful lives of the 
equipment. The Comptroller General issued a decision stating 
that this was in violation of applicable legislation. GSA is 
seeking legislative authority to continue its financing 
practices. 
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Progress is also being made in the area of improved financial 
data reporting as needed accounting policies and procedures 
manuals are being prepared under contract. 

Correction of some areas involve long-term efforts because 
they relate to large, complex functions. For example, improving 
financial data is scheduled for completion in 1988 and will 
involve all organizations within GSA at several management 
levels. This comprehensive approach is designed to enhance 
financial administration by linking budget preparation and 
analysis, accounting policies and procedures, and management 
reporting and evaluation. Another corrective action, also 
scheduled for completion in 1988, involves updating the systems 
to state-of-the-art computer technology. 

INSUFFICIENT EVALUATION WORK COMPLETED 

GSA developed a new evaluation program, but the evaluations 
started so late in the year that there was not sufficient time 
to complete the evaluation steps scheduled for 1984. As a 
result, none of GSA's accounting systems were sufficiently 
tested to adequately determine if they were in conformance with 
the Comptroller General's requirements. 

Improvements made to 
the evaluation program 

GSA recognized that certain shortcomings in its evaluation 
program needed to be overcome before it could embark on a 1984 
accounting system evaluation effort. Managers needed better 
guidance, all accounting systems needed to be evaluated, and 
systems needed to be tested in operation. 

GSA's 1983 evaluation effort consisted of using a checklist 
questionnaire, reviewing inspector general and GAO audit reports 
and other available information, and surveying service and staff 
office executives to identify accounting system weaknesses. The 
checklist was a restatement of the Comptroller General's 
requirements and did not provide explanations of how they should 
be applied in evaluating accounting systems. Furthermore, in 
implementation, the checklist was to be limited to the systems 
in the Office of the Comptroller. As a result, 16 of the 38 
systems then in GSA's inventory of accounting systems were 
covered by the process while 22 service and staff office systems 
were excluded. Moreover, no system testing was performed; the 
systems were evaluated on the basis of the personal knowledge of 
the reviewer at the time the questionnaire was completed. 

For 1984, the checklist questionnaire was revised to 
incorporate greater detail. The revised questionnaire helps the 
reviewer understand the applicability of a principle and 
standard by including examples of system functions or other 
attributes with each principle and standard. Moreover, the 
checklist was to be applied to all 47 accounting systems. Also, 
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the opinions of affected central and field office managers were 
surveyed to determine the usefulness of the centralized 
accounting systems' outputs. 

More importantly, for 1984, the checklist questionnaire was 
to serve as a preliminary review of the accounting systems. 
All of the 47 systems were scheduled for detailed review--that 
is, tested in operation-- by the end of fiscal year 1986; of 
these, 7 were scheduled for completion in 1984. Such detailed 
reviews of the systems were to be conducted by teams consisting 
of the systems' managers and individuals outside the managers' 
span of control. The actual testing methods to be used were to 
be selected by the review teams based on the systems' 
characteristics and consistent with GSA's established 
guidelines. 

Limited evaluation work performed 

GSA produced guidelines for using the checklist 
questionnaire by mid-September 1984 and detailed review 
guidelines by mid-October. Because the evaluation work had to 
be completed by November 30, 1984, however, insufficient time 
was available for managers to test the accounting systems as 
planned. Moreover, GSA managers did not complete the 
preliminary evaluation work of all systems as required; 17 of 
the 47 accounting systems were not so evaluated. 

Although questionnaires are a useful first step to provide 
managers with a quick overview of agency system operations, they 
cannot be relied on as the primary means for determining system 
conformance with the Comptroller General's requirements. 
As recognized by GSA's newly developed evaluation program, 
testing a system in operation is the best means for determining 
system conformance. 

GSA's concept of detailed reviews to test systems is good, 
and its guidelines are consistent with what we would expect to 
be used. Those guidelines recognize that to determine whether 
an accounting system conforms to the requirements prescribed by 
the Comptroller General, it is necessary to review and test the 
system in operation. Although agency personnel may have 
extensive system knowledge, systems may operate differently than 
they believe. Therefore, testing should be done on critical 
aspects of the system, and may include (1) interviewing persons 
who operate the system, (2) observing operating procedures, 
(3) examining system documentation, (4) applying procedures to 
live transactions and comparing results, (5) using simulated 
transactions to directly test computer-based systems, and 
(6) reviewing error reports and evaluating error followup 
procedures. 

Tests should be designed to disclose whether valid 
transactions are processed properly, and whether the system 
rejects invalid transactions. The tests should cover the entire 
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transaction, from initial authorization through processing, 
posting to the accounts, and reporting. Accordingly, manual as 
well as automated operations should be included. In developing 
test plans, consideration should be given to the results of any 
prior system testing. 

This testing criteria has been adopted by OMB and included 
in Appendix H of its publication Guidelines for Evaluatinq 
Financial Management/Accounting Systems (May 20, 1985). In 
determining the tests that would be appropriate for any system, 
it is important to keep in mind that in most cases, using 
transaction testing as the key, more than one of the above 
techniques are needed to test all important aspects of an 
accounting system. 

Despite the apparent adequacy of GSA's plans for detailed 
reviews, little evaluation work was done. GSA managers reported 
completing detailed reviews of two of the seven systems 
scheduled. Our work, however, showed that testing was not done 
on one of these two systems and the testing on the other system 
was inadequate. 

Although the Real Property Receipt System was scheduled for 
detailed review, only the checklist questionnaire was used. 
According to GSA personnel in charge of this system's 
evaluation, the system consists mainly of controls over receipts 
for sales of government real property and associated data input 
processes. Testing was not done because the related financial 
records are maintained by the National Electronic and Accounting 
Reporting System which will undergo its own system testing. 
However, GSA should have tested the Real Property Receipt 
System's controls over data origination and input of collection 
and deposit transactions. These transactions totaled over $120 
million in fiscal 1984. 

The National Archives and Records Service reported that the 
Service Order Processing System was tested and no weaknesses 
were identified. In total, five transactions were traced 
through the system. The transactions were selected to include 
those that would involve various system processes. However, our 
review showed that the system was not tested to determine the 
system's capability for identifying and rejecting invalid 
transactions-- a critical component of system testing. 

To illustrate the importance of such testing, the GSA 
inspector general's testing revealed that the Telephone 
Inventory Accounting System could neither detect duplicate 
billings made by the commercial telephone company nor verify 
billings for lines in use. The inspector general reported that 
GSA was paying nearly $2 million for duplicate invoices and 
unused telephone lines. These problems could not have been 
identified by using the checklist questionnaire because, before 
the audit, the problems were not known by the personnel who 
prepared the questionnaire responses. 
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The remaining five systems scheduled for detailed review in 
1984 were still being evaluated at year end. One of the five 
systems was being reviewed under contract and there was 
insufficient time for contract award, contractor performance, 
and reporting before the end of the year. Two of the five 
systems were being audited by the inspector general at the time 
they were selected for evaluation by management. It was 
therefore decided to use the results of the audits, when 
finished, as a substitute for the two detailed reviews. The 
remaining two systems were not completed because of the limited 
time and staff available to do the work. Therefore, the final 
results were not available to GSA officials for consideration 
during preparation of GSA's annual report on accounting system 
conformance. 

Furthermore, the adequacy of ADP controls affecting GSA's 
accounting systems is unknown, because, as discussed in chapter 
2, ADP controls were not adequately evaluated. Of GSA's 47 
accounting systems, 36 were recognized by GSA officials as 
having major automated processes. Because of the potential for 
inaccurate accounting data, ADP controls must be evaluated to 
determine whether the accounting system conforms with the 
Comptroller General's requirements. 

WEAKNESSES IN GSA'S 
EVALUATION PROGRAM 

Our review also identified two weaknesses in GSA's 
accounting system evaluation program design that limit the 
effectiveness of GSA's evaluations. GSA needs to (1) evaluate 
accounting system functions carried out by the regional offices 
and (2) review the quality of completed evaluations. 

Regional accounting system 
evaluations needed 

GSA's regional offices perform several accounting 
activities. These activities range from properly accounting for 
accounts receivable to performing accounting functions, such as 
payrollr for the entire agency. Also, these regional accounting 
functions frequently provide input to GSA's centralized 
accounting systems. During 1984, however, these regional 
functions were neither preliminarily reviewed using the 
questionnaire checklist nor tested in operation. 

The results of a recent GAO audit illustrate the need for 
GSA to examine all regional office accounting functions. Our 
evaluation and testing of accounting functions in four of GSA's 
eight regional accounting stations identified significant 
internal control weaknesses that reduce the reliability of GSA's 
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accounting data.11 These include problems in controllinq 
accounts receivable, collections, disbursements, and obligations 
that can cause accounting s'ystems to be in nonconformance with 
the Comptroller General's requirements. The specific weaknesses 
included: 

--$6.5 million, or 44 percent, of nonfederal accounts 
receivable were delinquent: 

--collections were not properly recorded or safeguarded and 
collection duties were not properly segregated; and 

--disbursement documents were not adequately reviewed 
before payment. 

While GSA reported that most of these weaknesses have been 
corrected, all regional operations should be evaluated 
(including being tested during operation) to determine if their 
accounting functions are operating properly. 

Quality control checks needed 

The Office of Oversight was responsible for the quality 
control function: however, it did not adequately oversee the 
evaluation methods used by the services and staff offices to 
ensure that the work was of good quality.12 For the most part, 
the Office of Oversight relied on documents prepared by the 
services and staff offices which reported the results of the 
evaluations. These reports then served as the basis for 
determining overall agency con.formance with the Comptroller 
General's requirements. 

GSA needs an effective quality control check in the 
evaluation process. As discussed earlier (see p. 30), one of 
the two detailed reviews did not include testing of the system's 
capability to reject invalid transactions as required by GSA's 
guidelines, and the other did not include any testing. 
Furthermore, GSA's year-end report was prepared, in part, on the 
basis that all 47 accounting systems were evaluated by managers 
using the checklist questionnaire. However, our review showed 
that 17 of the systems were not so evaluated. A quality review 
function would help ensure that GSA's evaluation requirements 
are complied with. Such a quality review effort was recognized 
as being needed by GSA in its year-end report. 

"Internal Control Weaknesses at GSA (GAO/AFMD-84-27, June 1, 
1984) . 

12During May 1985, responsibility for accounting system 
evaluation and reporting was transferred to the Office of the 
Comptroller. 
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Additional 
check to assure 
by GSA managers 

ly, a quality review function may se 
that all internal control weaknesse 
are considered when accounting syst 

conformance-is determined. Some internal control weaknesses 
that affect the operation of accounting systems were not 
identified as areas of nonconformance in GSA's year-end report 
under section 4 of the act. Such examples include 

--inaccurate inventory, billing, and paymentfor agency 
telephone services in the Telephone Inven,t,ory Accounting 
System and 

--ineffective agency-wide implementation of ADR'security 
program policies and standards. 

Identifying all significant internal control weqknesses that 
affect the operation of accounting systems will more accurately 
disclose the status of GSA's systems conformance with the 
Comptroller General's requirements. 

CONCLUSIONS 

GSA is making progress in improving its accounting 
systems. GSA identified a number of accounting system problems 
that adversely affect agency operations, corrected some of 
these, and scheduled longer term efforts to address the 
remaining more complex problems. Until GSA progresses further 
in implementing its revised system evaluation program, however, 
the full extent of its accounting system problems will not be 
known. Therefore, it is important that GSA adhere to its plans 
to test its systems by the end of fiscal year f986. 
Furthermore, GSA needs to refine its revised accounting system 
evaluation program to improve its effectiveness. 

RECOMMENDATIONS TO THE 
ADMINISTRATOR OF GENERAL SERVICES 

We recommend that the Administrator of General Services 
direct the Comptroller to work with the various services and 
staff offices to ensure that 

--evaluation schedules for testing accounting systems in 
operation are adhered to; 

--accounting system functions carried out by the regional 
offices are evaluated; and 

--accounting system evaluations are reviewed for quality. 
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AGENCY COMMENTS AND 
OUR EVALUATION 

GSA is in general agreement with our recommendations and 
stated that it has either taken actions to implement corrections 
or plans to do so. (See pp. 35 to 39.) With respect to our 
recommendation calling for adherence to evaluation schedules for 
testing accounting systems in operation, GSA stated that it had 
developed revised evaluation quidelines because of the issuance 
of OMB-Circular A-127'entitled Financial Management Systems. 
That circular, in part, requires the detailed evaluation of 
accounting systems, including testing, on a cyclical basis. 
Such evaluations, if properly done, will fulfill the intent of 
our recommendation provided that GSA adheres to its 3-year 
evaluation cycle established in accordance with the circular. 
As demonstrated in our report, GSA did not meet its prior 
schedule for testing systems in operation. 

Also, GSA stated that, during the coming year, it will 
continue to review and strengthen its evaluations to produce 
quality work. GSA believes that the transfer of the system 
evaluation responsibility to the Office of the Comptroller is a 
step toward quality control because of the Comptroller's 
technical experience with accounting systems. We agree that 
technical knowledge of systems could help improve assessment 
quality. However, the Comptroller should establish quality 
checks in the system evaluation process to help ensure that the 
review results are reliable and to prevent the conditions we 
reported. For example, our report showed that internal'control 
weaknesses in the services and staff offices which affect the 
operation of accounting systems were not identified as areas of 
nonconformance with the Comptroller General's accounting 
principles, standards, and related requirements. 
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APPENDIX I APPENDIX I 

ADVANCE, COMMENTS FROM THE 
GE:NERAL S,~i~%KJCEj3 ADMIMISTRATION 

Administratoi 
General Services Administration 

Washington, DC 20405 

September 26, 1985 

Honorable Charles A. Bowsher 
Comptroller General of the United States 
General Accounting Office 
Washington, DC 20548 

Dear Mr. Bowsher: 

We have reviewed your draft report, dated August 16, 1985, of the 
General Services Administration (GSA1 FY 1984 implementation of 
the Federal Managers I Financial Integrity Act (FMFIA). We are in 
general agreement with your recommendations and, throughout the 
course of this yearr completed actions which have already led to 
many of the corrections recommended. The attachment explains in 
specific terms how improvements for implementing both Sections 2 
and 4 of the FMFIA have already addressed most of the recommenda- 
tions you are now making. 

Thank you for the opportunity to review the draft report. We 
appreciate the time and effort your staff expended in compiling 
the report, and we look forward to working with them throughout 
the course of next year's FMF'IA process. 
please contact Anthony Artigliere, 

If you have questions, 

on 535-8089. 
Director of Program Oversight, 

Sincerely, 

Ye 

Terence C. Golden 

Enclosure 



APPENDIX I APPENDIX 'I ' . 

ADVANCE COMMEN;TS FROM THE 
GENERJ&L SERVICCBg ADMINISTRATION 

Oraft GAO Audit 

GSA'S SECOND YEAR IMPLEMENTATION OF THE FEDERAL MANAGERS' 
FINANCIAL INTEGRITY ACT: FURTHER PROGRESS NEEDED TO ASSURE 

INTERNAL CONTROL AND ACCOUNTINiG SYSTEM ADEQUACY 

GAQ: Assure evaluation criteria contain control 
objectives and techniques. 

-: We concur in the importance of documenting and 
using control objectives and techniques in our evaluations. 

: 
this recommendation, 

We are working actively to implement 
and we have already made progress in 

strengthening our evaluation procedure. 
control matrix (catalogue), 

The management 
which forms part of the basis of 

the management control evaluations, has been revised to 
include control objectives and techniques. Current agency 
policy, published in March 1985, requires Central Office 
managers to provide a list of control objectives and tech- 
niques to any operations managers from whom they require 
input for a Management Control Evaluation (MCE). Our 
standard MCE process, originally used during this year‘s 
cycle, requires our managers to use control objective 
information prior to developing their vulnerability assess- 
ment, whether or not they are requiring input from opera- 
tions managers. We invite GAO's views on the value of the 
matrix as a management tool. 

: Maintain and update, as necessary, the 
Management Control Matrix and use it in Management Control 
Evaluations. 

: Develop more explicit guidance covering ADP 
control evaluations under this program. 

Comment: We concur in principle in GAO's approach to the 
evaluation of ADP controls under this program. However, we 
feel that the vulnerability assessments (VA's) envisioned 
by OMB are not necessarily meant to be detailed reviews of 
all controls in any particular system or type of system. 
The general evaluations provided for by the VA/MCE process, 
if they are applied conscientiously, should be as adequate 
for those GSA program components that contain ADP work 
processes as they are for those components that do not. 

On a related note, we believe that, as much as possible, we 
should consolidate FMFIA reviews with other types of 
reviews. The GAO audit report indicates that the use of ADP 
risk analysis studies, required under another OMB program, 
are not sufficient to meet the FMFIA requirements. 
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AD'VANCE CdEMMENTS FROM THE 
GENE;RA& #&ERVIe~B$,~ &DlMINISTRATION 

Specifically, GAO feels that the risk analyses done by the 
Office of Information Re'qources Management (OIRM) did not 
provide for aasess'ments of s'ystem design, development, and 
modifications; installation management; or installation 
security controls. We feel that the OIRM reviews, as long 
as they include a broad evaluation of controls within the 
program component, should have served to meet the VA 
requirement as well as other OMB review requirements. 
Nonetheless, the GAO point that the process should be 
strengthened is well taken, and GSA will continue to work 
toward this goal while concurrently using the same analyses 
to serve as many purposes as possible. 

: We will add to our MCE and MCR instructions 
narrative material relating to general and application con- 
trols, to ensure that program component managers consider 
ADP matters in their evaluations. 

: Train managers. 

Contment: We agree that training is a vital aspect of the 
program. 

Actisn: We have prepared a handbook covering 
all aspects of GSA's Management Control Improvement Program, 
including introductory material on the concept of control. 
Because the handbook is comprehensive, and because it pro- 
vides for a simpler proces's than was used in the 1984 cycle, 
we have revised our approach to the issue of training. 

Planned: 

l Once the handbook is distributed, we will publicize the 
availability of training in various aspects of the program. 

o We will stress to our senior managers the availability 
for their subordinate managers of training that is available 
to supplement GSA's internal training efforts, such as 
Office of Personnel Management courses in management. Many 
of these, including "Basic Management Techniques," cover the 
concept of control as an essential management function. 

: Provide managers increased time to perform 
management control evaluations. 

-: We agree that sufficient time should be provided 
for this process and we have taken steps to ensure timely 
evaluations. 
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: Establish quality control checks within the 
evaluation process, 

: We concur in the importance of quality control in 
this program. 

We have built into this year's pro- 
cess a requirement reports regarding the work that 
managers throughout the agency are doing, the approach that 
they are taking regarding WCE's, and how their work is 
progressing. We are involving the Office of the Inspector 
General, with its expertise in quality assurance, in as much 
of this type of work relating to the FMFIA as possible. 

We will analyze the results of this year's 
process and deaelop an appropriate quality control program. 

GAO: Provide managers feedback on the results of 
the evaluation process. 

C9mmant: We agree that it is important for managers to be 
aware of the end result of their evaluations. 

Action: By decentralizing the GSA process 
this year? we hope to have reinforced the feedback concept. 
Instead of managers preparing forms that are to be submitted 
to the Office of Oversight, they are preparing forms whose 
sole purpose is to help them identify control deficiencies 
in their own area, and form the basis for their own assur- 
ance statement and corrective action plans. Thus they, in 
and of themselves, provide a measure of feedback on the 
results of their own evaluations. 

Planned: We will analyze the results of this year's 
process to determine if additional feedback mechanisms are 
needed. 

RPB : Assure timely completion of internal control 
reviews. 

CornPent: Management Control Reviews (MCR'S) are an integral 
part of GSA's Management Control Improvement Program. We 
agree that they need more emphasis if the program is to be 
fully successful. 

: The new form for documenting manage- 
ment control reviews (MCR's) requires that managers commit 
themselves to a completion date for the review. Prior to 
the availability of this form, MCR plans had to be document- 
ed in terms of several milestones. Throughout the yearr 
HSSO's have been advised of the importance of MCR's. 
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AIlVANcE CQHMENTS FROM THE 
GENER#L Sk:K$UXEa; ADMINISTRATION 

We intend to continue to emphasize the 
importance of Management Control Reviews. 

-: Adhere to evaluation schedules for testing 
accounting systems in operation. 

eamraent: The issuance of OMB Circular A-127 altered the 
direction of the financial system review program and 
required development of revised evaluation guidelines. 

: GSA has conducted detailed reviews 
that include testing systems in operation. These reviews 
included the National Electronic Accounting and Reporting 
(NEAR) System common processes (which was begun in FY 19841, 
the NEAR Federal Buildings Fund, and the Payroll Information 
Processing System (PIPS). 

Planned: Future detailed reviews are planned which 
will give consideration to the testing criteria adopted by 
OMB ("Guidelines for Evaluating Financial Management/ 
Accounting Systems," Appendix H, May 20, 1985). 

-Recommendatian: Evaluate accounting system functions carried 
out by the regional offices. 

Action: GSA conducts regional reviews of 
accounting operations within the regional Finance Division. 
These reviews include accounts receivable and payable and 
accounting control. Also, we have recently conducted sur- 
veys of certain service accounting interface systems at the 
National Capital Region. We recognize that additional work 
must be done in this area. 

: We will be expanding our review process to 
include the regional functions where appropriate. 

quality. 
: Review accounting system evaluations for 

-~lreadv GSA has already moved in this direc- 
tion. As noted in your report, during May 1985, responsi- 
bility for accounting system evaluation and reporting was 
transferred to the Office of the Comptroller. This office 
has day-to-day technical experience with the accounting 
system (NEAR) and, therefore, will be able to more easily 
relate the accounting interface systems of the services and 
staff offices to it in order to make sure that the overall 
agency conforms with appropriate accounting requirements. 

-Action: During the coming year, we will continue to 
review and strengthen our evaluations. 

39 



service 

Office of Federal Supply Supply 

and services 

Public Buildings Service Leasing 

Table 11.1: Listing of the GSA lrbnaqer 

Evatuatlans Selected fcr Reviar by GM 

Progrern cafponent 

Inventory manqewot 

FBaquIsItIm marqment 

Self-seruica St- 

customer supply oenter 

Molesale supply 

utilizatim 
lmatbtl 
Sal0 

Flnanclal ntanagglnentb 

Data systems -tb 
twcuramt man-t b 

Praxrernent suppa-tb 

Pmmmnmt operat i cnsb 

Quality assuranoeb 

Contract admlnistratIonb 
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DES~CRIPTION OF ADF GENERAL 
AND APPLICATION CONTROLS COVERED 

BY THE GAO ASSIGNMENT 

1’ 
if, 

APPENDIX III 'I ', 

GENERAL CONTROLS 

To determine the extent to which GSA managers evaluated ADP 
controls dealing with the management of computer centers and ADP 
systems-- "general controls" --we compared the results of certain 
mana erial 
OME3J 

evaluations with evaluation guidance published by 
and GA0.14 This guidance calls for reviews of the 

following types of general controls: 

--organizational controls for the ADP unit, such 
as those to assure that policies and procedures 
are clearly defined, personnel duties and 
responsibilities are adequately separated, and 
personnel are properly skilled and supervised; 

--system design, development, and modification 
controls, such as those to assure that ADP 
systems are properly authorized, designed, 
developed, tested, documented, and approved by 
both ADP users and ADP systems managers; 

--installation management controls, such as those 
to assure that computer operations are 
efficient, effective, and limited to authorized 
purposes; 

--installation security controls, such as those 
to assure that adequate physical security over 
the computer facilities is present, access to 
computer operations is restricted to authorized 
personnel, and back-up data files and programs 
are available in the event of an unanticipated 
disaster or interruption; and 

13Executive Office of the President, Office of Management and 
Budget, Questions and Answers on Circular A-123 (Revised) 
(Aug. 1984). 

14General Accounting Office, Evaluating Internal Controls in 
Computer-Based Systems --Audit Guide (June 1981). 
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--system hardware controls, such as those to 
assure the detection of data lost during 
processing, and system software controls, such 
as those to assure that all system software 
changes are properly documented, tested, and 
approved before implementation. 

Our review covered the one evaluation of two GSA computer 
centers in Washington, D.C., and five other evaluations of 
computer systems. These 6 evaluations covered 2 of 4 major GSA 
computer centers nationwide, all ADP related proqram components 
in GSA's Federal Supply Service and Public Ruildings Service, 
and 2 of 17 automated information service components in the 
Office of Information Resources Management. Our analysis of 
each of these evaluations was supplemented with discussions with 
the affected managers, 14 in all. 

APPLICATION CONTROLS 

To determine the extent to which GSA managers of components 
supported by ADP systems evaluated relevant ADP "application 
controls'* --those essentially dealing with assuring the accuracy 
and reliability of computer-processed data--we compared the 
results of certain managerial evaluations with the previously 
cited evaluation guidance published by OMB and GAO. This 
guidance calls for reviews of the following types of 
application controls: 

--controls over data origination, such as those to 
assure that source documents are authorized, 
complete, accurate, properly accounted for, and 
transmitted in a timely manner for input to the 
computer system; 

--controls over data input, such as those to assure 
that only authorized and properly prepared data are 
entered into the computer system; 

--controls over data processing, such as those to 
assure that data are not lost or modified during 
computer processing; and 

--controls over data output, such as those to assure 
results of computer processing (reports and data 
files) are complete, accurate, authorized, 
consistent, and properly and timely distributed to 
users. 

The scope of this segment of our work was limited to 
analyzing the 65 managerial evaluations of 18 program components 
located in GSA's central office and in its Chicago, Kansas City, 
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and national capital regional offices. Our discussion with the 
39 affected managers showed that 54 of the evaluations involved 
components that were substantially dependent on 
computer-processed information. 

The evaluation of application controls is the 
responsibility of such program component managers, not computer 
center managers. Program component managers are responsible for 
originating the data, preparing the data for entry into the 
computer system, and/or receiving and reviewing the output from 
the system. 
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twzrial and Siqlifkant Deficiencies 
ftep&edhym 

Strategic Plamhg: absence of an agencywide 

strategic plan on which to base developnMt Of 

eropriate control objectives and stardards. 

Perfommce Heasufeaent: Absence of a mans 

to was-me agency perfornmce against control 

oh.pctives and sta?dards. 

&era1 Supply Fti: Financing operating 

ad acbnintstrative eqdpmt purchases thmugh 
the General S.&y Fund without legislative 

authority. 

Space Acquisition: Ned for a strategy for 

achieving the optimal mix (lease or plrdmse) 
of real property as a red t of the exPected 

natianvide surge in expiring leases during the 

period 1986-1990. 

PDP Security: Ineffective isplenentation of 

policies, standards, and conplimce assurance 

associated with the agmcpide ADp seaxity 

Program. 

Asbestos hatetent: Need to contain and/or 
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space in a tidy manner. 
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ftqmFtedtycs4 
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a famnef sufficiently ia tb- 
olqective afKJ cost-effe&ive decisimng. 

Td\le IV.l: Intemal Control Deficiencies Identified 
EkyWinFisd 1~&mrd~toSourc& 
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9. Contracting Officer Training: The mininun 
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hag wet.. 
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(1) Inadequate training of the lease 
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TabJe IV.1: Internal Control Deficiencies Identified 
By Gy\ in Fiscal 1984 kxording to krcea 
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custodial services fully meet con- 

tract specifications. 

X X f 

15. (2) Existing delegation of authority 
to tenant agencies too restrictive 

to assure timly space alterations. 

X X f 

xh 

ar 
16. Repair and Al teraticm: Current policies and 

procedures are not sufficient to ensure sound 

program, project, and financial mmagemnt. 

X 

17. Government Cost Estimates: Contracts have 

been entered into without the benefit of 

sound cost esthmtes. 

X 

18. Commodity Management: Ckkdated prolrenent 

operating prmedures do not assure uniform 

processing of deviation requests or conpli- 
ante with policies or intended operations. 

X X 



t9. Fk@sition ?bmqamt: Lack of a fully 
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20. Property Ihqment: Need ktter contml5 

to safeqmd pmceeds Pmn spot bids and 
action sales as msll as persameJ irmlwxi. 

21. Self-Servia store Inventory: Inaccurate 
and unreliable inventory lxflms in the use 
ad -J ication of the llne item -.+il ity 

KP systm. 

22. Telephone Bill Validation: CurmA 
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do not assure that only equiplent ard 
sxvices ordered are paid for. 
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Tz&Je IV.l: Ir&.emal Car&ml CJeficieRcies IckntiPied 

~CSAinFise.al1?JMkwrdi~tokmea 

%r criteria for deteminiq whether the wanagecaent control evaluation correctly identified the Gkeported deficiency as a 

oontrof defieimcy was as follavs: First, ae revi& the wJneral4Jity section of the evaluation. lboording to evaluation 

insttuctions, wrs were ta mdre a preliminary decisfon as to whether a control deficiency or potential deficiency existed try 
&z&&q a I%& to indicate ti they hlievad a deflcienq fnay exist and to generafly &scribe the deficimcy. Semnd, ne 

revid the control deficiency identification se&ion of the evaluation. bnaq%s were required to casplete this section after 

ding the prelkinary decision so that a mntrol deficiency axlld he m definitivefy pinpointed. If the description of the 

deficiency in either section of the evaluation approximated the dePtciency cited in M’s amual report, the evaluation was 
credited with kbntifying the deficiency even if the two sections of the evaJwtion were contradictory. 

bhe reported deficiencies identified only in this colum and in M others were identified hy the inz@ector general and/or Office 

of Oversight. In accordam with their responsfiilities, the Senior Mana- Review Coranittee discussed these deficiencies 
along with others to detemine which ones should he reported to the President and Cmgress. 

CNot applicable, is only a central office conponent- 

(k-ted hy 2 of the 11 regions. 

% region noted a regional problem with personnel quaiifications and developrent, tut no further expfanation was reported. 

fEvaluation identified no deficiencies, tut reported inpromt plans in the area of the deficiency reported b 64. 

%ported by 1 of the 11 regions. 

bntradictory InfornWion contained in file; wlnerahility assessmmt reports no deficiencies nhile the internal amtrol 
deficiency report, which should only be mnpleted if the vuJnerabiJity assesvnent reports a deficiency, indicates the presence 

of the reported control deficiency. 

%&eduled an internal control review tn evaluate for deficiencies. 

kvaluation file md that a study (internal control review) k perfonaed to detertnine if there are p&lens. 

kvaluation fife indicated that an internal cmtroJ review of the area was being performed. This was one of the 41 planned 
internal control reviews to k done in 1984. 
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