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@GAO

Accountablllty * Integrity * Reliability

United States General Accounting Office

Washington, DC 20548

May 16, 2002

The Honorable Pat Roberts

Ranking Minority Member,

Subcommittee on Emerging Threats
and Capabilities

Committee on Armed Services

United States Senate

Dear Senator Roberts:

Mlicit trafficking in or smuggling of nuclear and other radioactive materials
occurs worldwide and has reportedly increased in recent years. According
to the International Atomic Energy Agency' (IAEA), as of December 31,
2001, there had been 181 confirmed cases of illicit trafficking of nuclear
material since 1993. (See app. I for more information about nuclear
smuggling cases.) A significant number of the cases reported by IAEA
involved material that could be used to produce a nuclear weapon or a
device that uses conventional explosives with radioactive material (“dirty
bomb”) to spread radioactive contamination over a wide area. Nuclear
material can be smuggled across a country’s border through a variety of
means: it can be hidden in a car, train, or ship, carried in personal luggage
through an airport, or walked across an unprotected border.

Many nuclear smuggling cases have been traced to nuclear material that
originated in the countries of the former Soviet Union. The United States,
through the Department of Energy’s Material Protection, Control, and
Accounting (MPC&A) program,” has helped these countries secure nuclear
material at civilian and defense facilities—this effort is considered the first
line of defense against potential theft and/or diversion of nuclear

'TAEA is affiliated with the United Nations and has 133 member states, including the United
States. Its objectives are to promote the peaceful use of nuclear energy and to verify that
nuclear material under its supervision or control is not used to further any military

purpose.

*This review will only focus on U.S. assistance to combat nuclear smuggling at countries’
borders. We recently reported on the Department of Energy’s MPC&A program and found
that the program is reducing the risk of theft of nuclear material but hundreds of metric
tons of nuclear material still lack improved security systems and are vulnerable to theft.
See Nuclear Nonproliferation: Security of Russia’s Nuclear Material Improving; Further
Enhancements Needed (GAO-01-312, Feb. 28, 2001).
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Results in Brief

materials. To address the threat posed by nuclear smuggling, the United
States is helping these countries improve their border security—a second
line of defense—but these assistance efforts face daunting challenges.’ For
example, Russia alone has almost 12,500 miles of borders with 14
countries, including North Korea. It is also in close geographical proximity
to Afghanistan, Iran, and Iragq.

As agreed with your office, this report addresses U.S. efforts to combat
nuclear smuggling by (1) identifying the U.S. federal programs tasked with
combating the threat of illicit trafficking in nuclear materials and the
amount of U.S. funding spent on this effort; (2) determining how well the
U.S. assistance is coordinated among federal agencies; and (3) assessing
the effectiveness of the equipment and training provided by the United
States. We visited four countries to obtain a first hand look at U.S.
radiation detection equipment installed at different border crossings and
meet with officials responsible for border security, law enforcement, and
export controls.

U.S. assistance efforts to combat nuclear smuggling are divided among six
federal agencies—the Departments of Energy, State, and Defense; the U.S.
Customs Service; the Federal Bureau of Investigation (FBI); and the U.S.
Coast Guard. From fiscal year 1992 through fiscal year 2001, the six
agencies spent about $86 million to help about 30 countries, mostly in the
former Soviet Union and Central and Eastern Europe, combat the threat of
smuggling of nuclear and other materials that could be used in weapons of
mass destruction. The agencies have provided a range of assistance,
including radiation detection equipment and training, technical exchanges
to promote the development and enforcement of laws and regulations
governing the export of nuclear-related equipment and technology, and
other equipment and training to generally improve countries’ ability to
interdict nuclear smuggling. The Department of Energy (DOE) has two
programs to combat nuclear smuggling and primarily focuses on Russia.
Energy has installed radiation detection monitors at eight border
crossings, including at an airport in Moscow, and plans to install similar
equipment at close to 60 sites in Russia. The State Department has
provided radiation detection monitors, mobile vans equipped with

? While some of the assistance specifically targets nuclear smuggling, a portion of the
assistance is intended to improve countries’ ability to interdict any weapons smuggling—
nuclear, chemical, biological, and conventional.
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radiation detectors, handheld radiation detectors, and other assistance to
about 30 countries through two separate programs. The Department of
Defense (DOD) has two programs that have provided radiation detection
monitors, handheld detectors, and other assistance to about 20 countries.
With funding provided by the Departments of State and Defense, the U.S.
Customs Service, the Federal Bureau of Investigation, and the U.S. Coast
Guard have provided a variety of training and equipment to customs,
border guard, and law enforcement officials in numerous countries.

U.S. assistance is not effectively coordinated and lacks an overall
governmentwide plan to guide it. Although an interagency group, chaired
by the State Department, exists to coordinate U.S. assistance efforts, the
six agencies that are providing assistance do not always coordinate their
efforts through this group. As a result, the Departments of Energy, State,
and Defense have pursued separate approaches to installing radiation
detection equipment at other countries’ border crossings; consequently,
some countries’ border crossings are more vulnerable to nuclear
smuggling than others. Specifically, the Department of Energy is installing
equipment at border sites in Russia and the Department of Defense is
installing equipment in another country that is better able to detect
weapons-usable nuclear material, while the State Department has installed
less sophisticated radiation detection monitors in other countries.
Coordination problems also exist within agencies. For example, the
Department of Energy’s Second Line of Defense program does not
coordinate its efforts with another office within the Department that also
provides radiation detection equipment because that office receives
funding from and installs equipment on behalf of the State Department.
Officials of the Departments of State, Energy, and Defense have
acknowledged that U.S. assistance efforts lack adequate planning and
need better coordination among all the agencies. In addition, these
officials told us that the roles and responsibilities of each agency in the
overall U.S. assistance effort should be better clarified. This report makes
recommendations to improve the planning and coordination of U.S.
assistance to combat nuclear smuggling.

While U.S. assistance is generally helping countries combat the smuggling
of nuclear and other radioactive materials, serious problems with
installing, using, and maintaining radiation detection equipment have
undermined U.S. efforts. Representatives of 17 recipient countries told us
that U.S. assistance has provided needed radiation detection equipment at
border sites and training for border security guards and other law
enforcement personnel. Without U.S. assistance, some countries would
not have any radiation detection equipment at their borders or training in
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Background

how to inspect vehicles, luggage, and people and investigate nuclear
smuggling cases. In other countries, U.S. assistance has bolstered existing
nuclear smuggling detection programs. We observed at border sites in
countries we visited that U.S.-provided equipment was working and was
being used for the purposes intended. However, we also found serious
problems with some of the equipment provided to various countries. For
example, about one-half of the stationary radiation detection monitors
funded by the Department of Defense to one country in the former Soviet
Union was never installed; numerous portable radiation detectors could
not be accounted for; and radiation detection equipment provided by the
State Department to Lithuania was stored in the basement of the U.S.
embassy for about 2 years because of a disagreement between the
department and the recipient country about the need for a power supply
line costing $12,600. These and other problems are largely a result of the
lack of oversight and follow-up by the agencies providing the assistance.
U.S. officials are attempting to correct some of these problems by, among
other things, stationing advisors in countries receiving U.S. assistance.
Another problem affecting U.S. assistance efforts is that recipient
countries do not systematically report incidents of nuclear material
detected at their borders, which limits the ability of U.S. agencies to
measure the effectiveness of the equipment they are providing. This report
makes several recommendations designed to improve management of
U.S.-provided radiation detection equipment and to secure recipient
country assurances that information about detected nuclear materials is
shared in a timely basis.

We provided draft copies of this report to the Departments of State,
Energy, and Defense; the U.S. Customs Service; the U.S. Coast Guard; and
the Federal Bureau of Investigation for their review and comment. The
Coast Guard and FBI had no comments on the draft report. DOD provided
technical comments, which we incorporated in the report as appropriate.
The agencies agreed with the facts presented in the report and State
specifically said that it agreed with the report’s conclusions and
recommendations. Customs suggested that we reword our
recommendation to specifically include it as one of the agencies to
develop a governmentwide plan to combat nuclear smuggling, which we
did. DOE did not comment on the conclusions and recommendations.

Over the past decade, the United States has paid increased attention to the
threat that unsecured weapons-usable nuclear material in the countries of
the former Soviet Union, particularly Russia, could be stolen and fall into
the hands of terrorists or countries seeking weapons of mass destruction.
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By some estimates, the former Soviet Union had about 30,000 nuclear
weapons and over 600 metric tons of weapons-usable material when it
collapsed about 10 years ago. Several cases of illicit trafficking in nuclear
material in Germany and the Czech Republic in the early to mid-1990s
underscored the proliferation threat. The United States responded to the
threat by providing assistance to increase security at numerous nuclear
facilities in the former Soviet Union, particularly in Russia, in order to
prevent weapons-usable nuclear material from being stolen. In addition,
the United States has provided portal monitors (stationary equipment
designed to detect radioactive materials carried by pedestrians or
vehicles) and smaller, portable radiation detectors at border crossings in
many countries of the former Soviet Union and Central and Eastern
Europe. The equipment, which is installed at car and truck crossings,
railroad crossings, seaports, and airports, can serve two purposes:
deterring smugglers from trafficking in nuclear material and detecting
cases of actual nuclear smuggling.

Radiation detection equipment can detect radioactive materials used in
medicine and industry, patients who have recently had radiological
treatment, commodities that are sources of naturally occurring radiation
such as fertilizer, and—of primary concern in terms of nonproliferation—
nuclear material that could be used in a nuclear weapon. Nuclear material
includes radioactive source materials--such as natural uranium, low
enriched uranium used as fuel in commercial nuclear power reactors, and
plutonium and highly enriched uranium--that are key components of
nuclear weapons. The capability of the equipment to detect nuclear
material depends on a number of factors including the amount of material,
the size of the detection device, and whether the material is shielded from
detection. For example, a small amount of material shielded by a lead
container would likely escape detection while a large amount of material
with no shielding would be more likely to cause an alarm. Detecting actual
cases of illicit trafficking in weapons-usable nuclear material is
complicated because one of the materials that is of greatest concern in
terms of proliferation—highly enriched uranium—is among the most
difficult materials to detect due to its relatively low level of radioactivity.
In contrast, medical and industrial radioactive sources, which could be
used in a radiological dispersion device or “dirty bomb,” are highly
radioactive and therefore easier to detect. Because of the complexity of
detecting nuclear material, the customs officers or border guards who are
responsible for operating the equipment must also be trained in how to
use handheld radiation detectors to pinpoint the source of an alarm,
identify false alarms, and respond to cases of illicit nuclear smuggling.
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U.S. Government Has
Spent about

$86 Million to Help
Countries Combat
Nuclear Smuggling

From fiscal year 1992 through 2001, six federal agencies received

$140 million and spent $86.1 million to combat the threat of nuclear
smuggling in about 30 countries, including all of the countries of the
former Soviet Union and numerous countries in Central and Eastern
Europe. The Departments of State and Defense provide funding to four
other agencies, and some agencies have carried over millions of dollars in
program funds into fiscal year 2002 because they have received more
funding than they have been able to spend.

U.S. Assistance Is Divided
Among Six Federal
Agencies

The Departments of Energy, State, and Defense; the U.S. Customs Service;
the Federal Bureau of Investigation; and the U.S. Coast Guard have
provided assistance to about 30 countries’ customs, border, and law
enforcement agencies to detect, interdict, and investigate nuclear
smuggling. Radiation detection equipment is one of the many types of
assistance that the U.S. agencies are providing. Other equipment ranges
from simple hand tools for taking apart and searching different
compartments of a vehicle for hidden contraband to boats and vehicles for
conducting patrols. Similarly, training ranges from hands-on instruction in
using the equipment and conducting searches to high-level technical
exchanges on establishing the legal and regulatory basis for preventing
illicit trafficking and trade in sensitive goods and materials that could be
used in a nuclear weapon. U.S. assistance began in the mid-1990s under
DOD’s Cooperative Threat Reduction program and then expanded to
State, DOE, and other DOD programes.

While DOE, DOD, and State receive their own funding for their assistance
programs, Customs, the FBI, and the Coast Guard receive their funding
from State and/or DOD. DOE also receives part of its funding from State.

Departments of Energy,
State, and Defense Have
the Primary Role in
Delivering U.S. Assistance

DOE has two programs that have provided assistance to combat nuclear
material smuggling—the Second Line of Defense program and the
International Export Control Program (IECP). The Second Line of
Defense Program focuses on providing radiation detection equipment to
Russia. From fiscal year 1997 through 2001, DOE spent $11.2 million,
including $2.7 million provided by the State Department, to install 70
portal monitors at eight sites in Russia, including a Moscow airport. DOE
has identified close to 60 sites in Russia where it plans to install portal
monitors over the next decade at a total cost of about $50 million and has
begun work at 19 of these sites. In addition, DOE may expand the program
beyond Russia to include other countries of the former Soviet Union.
DOE'’s International Export Control Program spent $22 million, including
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$2.4 million provided by State, from fiscal year 1992 through 2001 to help
countries of the former Soviet Union control the export of goods and
technologies that could be used in the development of nuclear weapons.
Whereas the Second Line of Defense program focuses on the nuclear
material needed to manufacture a nuclear bomb, the IECP focuses on the
other high-technology components needed for a bomb such as equipment
for enriching uranium. The program provides assistance to prevent
legitimate enterprises, such as businesses that were affiliated with the
Soviet Union’s nuclear weapons complex, from intentionally or
unintentionally engaging in illicit trade in such goods and technologies.
DOE also spent $1.8 million to support State and DOD programs to combat
nuclear smuggling.

The State Department has received the largest amount of funding through
the end of fiscal year 2001 for assistance to combat nuclear smuggling in
about 30 countries, mostly in the former Soviet Union and Central and
Eastern Europe. State spent $11.4 million primarily through two
programs—the Nonproliferation and Disarmament Fund and the Export
Control and Related Border Security Assistance program. Through the
Nonproliferation and Disarmament Fund, State spent $8.5 million from
fiscal year 1994 through 2001 to, among other things, install portal
monitors in countries other than Russia. In addition, State provided
handheld radiation detectors, dosimeters (to measure levels of radiation),
and mobile vans equipped with x-ray machines and radiation detectors
that can be driven among a number of border crossings. From fiscal year
1998 through 2001, State’s Export Control and Related Border Security
Assistance program spent $2.7 million to, among other things, purchase
three vans equipped with radiation detectors for Russia and another van
for Poland. State’s Georgia Border Security and Law Enforcement
program (implemented by Customs) also spent $0.2 million to provide
radiation detection equipment as part of its assistance to strengthen
Georgia’s overall border infrastructure and security against any type of
crime, including nuclear material smuggling. State also provided

$58.8 million to DOE, Customs, and the Coast Guard to fund their
assistance activities.

DOD has provided assistance to combat nuclear smuggling under two
programs—the Cooperative Threat Reduction program and the
International Counterproliferation program. From fiscal year 1993 to 2001,
the Cooperative Threat Reduction program spent $16.3 million to assist
five countries. The assistance included $1 million for radiation detection
equipment—36 pedestrian portal monitors (to screen people) and 100
handheld radiation detectors for one country and an additional 100
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handheld detectors for another country—and about $10 million for other
equipment to enable the countries to better patrol their borders, conduct
searches for smuggled contraband, and equip their border posts. In
addition, as part of the Cooperative Threat Reduction program, in fiscal
year 2001 DOD began to work with DOE’s Lawrence Livermore National
Laboratory to install seven portal monitors at three border crossings in
another country. DOD has begun site surveys at about eight additional
border crossings in that country where it plans to install portal monitors.
As part of the International Counterproliferation program, DOD spent
$10.2 million from fiscal year 1997 through 2001 to provide Customs and
FBI training and equipment to 17 countries of the former Soviet Union and
Central and Eastern Europe.

U.S. Customs Service,
Federal Bureau of
Investigation, and U.S.
Coast Guard Implement
Assistance with Funding
from the Departments of
State and Defense

The U.S. Customs Service, the largest recipient of funding provided by
State and DOD, spent $11.1 million from fiscal year 1993 through 2001 on
assistance to combat nuclear smuggling. Customs has provided training
and equipment to customs agencies and border guards in close to 30
countries. The equipment includes radiation pagers (small detectors that
can be worn on a belt to continuously monitor radiation levels or used as a
handheld device to pinpoint the location of radioactive material detected
by a portal monitor) as well as a variety of other high- and low-tech tools
to conduct searches and detect sensitive goods and materials, such as
fiber optic scopes for examining fuel tanks for contraband. Training
includes assistance in operating the x-ray vans equipped with radiation
detectors; providing hands-on instruction in using equipment to detect
nuclear smuggling; teaching techniques for investigating smuggling
operations; tracking the movements of smugglers between ports of entry,
including through rough terrain; and providing “train-the-trainer” courses
to enable countries to train more personnel than the U.S. assistance can
reach. In addition to equipment and training, Customs has stationed 22 in-
country advisors covering 25 countries on behalf of State to help
implement and coordinate the assistance.

From fiscal year 1997 through 2001, the FBI spent $0.4 million as part of
the DOD International Counterproliferation program. The DOD/FBI effort
trained and equipped law enforcement agencies to investigate and respond
to actual seizures of smuggled nuclear or other material. Training included
seminars for high-level officials and courses on conducting investigations
and managing a crime scene where a seizure has taken place. Equipment
provided as part of the training included protective equipment, such as
HAZMAT suits to make handling of seized material safer; evidence
collection and sampling kits; and chemical detection equipment. In
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addition, the FBI recently expanded the equipment list to include radiation

pagers.

From fiscal year 1999 through 2001, the U.S. Coast Guard spent

$1.6 million in funding received from the State Department Export Control
and Related Border Security Assistance program. The Coast Guard has
provided assistance for maritime interdiction of nuclear smuggling to
countries of the former Soviet Union. Assistance provided to one country
includes two boats with spare parts and stationing of an in-country Coast

Guard advisor.

Table 1 lists each program and activity, expenditures through fiscal year
2001, and the general nature of the assistance provided. For additional
details about each of the six agencies’ programs and expenditures, see

appendix II.

|
Table 1: Assistance to Combat Nuclear Smuggling and Expenditures through Fiscal Year 2001

Dollars in millions

Programs/activities

Program/activity description

Expenditures

Funding source

DOE Second Line of
Defense

Install radiation detection portal monitors at Russian border
crossings.

$11.2

Includes $8.5 million in
DOE funds and
$2.7 million from State

DOE International

Provide nuclear-specific export control assistance to

22.0

Includes $19.6 million in

Export Control countries of the former Soviet Union. DOE funds and $2.4
Program million from State
DOE Install radiation detection equipment in countries of the 1.8 Includes $0.5 million from
former Soviet Union (other than Russia) and Central and State and $1.3 million from
Eastern Europe. DOD
State Dept. Provide radiation detection equipment and other assistance 8.5
Nonproliferation & for interdicting nuclear smuggling to the former Soviet Union
Disarmament Fund and Central and Eastern Europe.
State Dept. Export Provide radiation detection equipment and other assistance 2.7
Control & Related for interdicting nuclear smuggling to the former Soviet Union
Border Security and Central and Eastern Europe. (Took over Nonproliferation
Assistance and Disarmament Fund radiation detection assistance
beginning in FY 2002.)
State Dept. Georgia Provide wide range of assistance to Georgia border guards 0.2
Border Security & Law and customs service to interdict nuclear smuggling, fight
Enforcement other crimes such as drug smuggling, and develop border
infrastructure.
DOD Cooperative Provide radiation detection equipment and other assistance 16.3
Threat Reduction for interdicting nuclear smuggling to 5 countries, and install
radiation detection portal monitors in one country.
DOD International Train and equip customs officers, border guards, and law 10.2

Counterproliferation
program

enforcement officials to detect, interdict, and respond to
nuclear smuggling.
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Dollars in millions

Programs/activities Program/activity description Expenditures Funding source

U.S. Customs Service  Train and equip customs officers and border guards in the 11.1 Includes $8.8 million from
former Soviet Union and Central and Eastern Europe to State and $2.3 million from
detect and interdict nuclear smuggling. DOD

Federal Bureau of Train and equip law enforcement officials in the former Soviet 0.4 Includes $0.4 million from

Investigation Union and Central and Eastern Europe to investigate and DOD
respond to nuclear smuggling incidents.

U.S. Coast Guard Provide assistance for maritime interdiction of nuclear 1.6 Includes $1.6 million from
smuggling. State

Total $86.1

Source: Departments of Energy, State, and Defense, U.S. Customs Service, U.S. Coast Guard, and
Federal Bureau of Investigation.

Some Agencies’
Expenditures Have Not
Kept Pace with Growth in
Funding

Funding for State’s Export Control and Related Border Security Assistance
program grew over tenfold, from $3 million allocated in fiscal year 1998 to
$40.1 million allocated in fiscal year 2001. Due to the rapid increase, some
agencies receiving funds from State have carried over millions of dollars in
program funds into fiscal year 2002 because they have received more
funding than they have been able to spend. For example, Customs’
program expenditures have not kept pace with its growth in funding, and it
carried over $33.1 million in unspent funds into fiscal year 2002, including
$6.5 million in obligated but unspent funds and $26.5 million in funds that
had not been obligated or spent. Customs officials attributed the carryover
to not receiving funds from State until late in the fiscal year and not
obtaining agreements from the recipient countries under which the
assistance would be provided. Furthermore, according to Customs and
State officials, carryover is to be expected because State provides the
funds to Customs under agreements to spend the funds over a 2 to 3 year
period.

After September 11, 2001, State received an emergency supplemental
appropriation of $24.7 million. State Department officials said that they
have designated $21.5 million of the emergency supplemental for
assistance (including detection equipment) to six countries.
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U.S. Assistance to
Combat Nuclear
Smuggling Lacks a
Coordinated
Approach

Because U.S. efforts are not effectively coordinated, the Departments of
Energy, State, and Defense are pursuing separate approaches to enhancing
other countries’ border crossings, with the result that some countries’
border crossings are more vulnerable to nuclear smuggling than others.
While DOE and DOD have installed more sophisticated portal monitors at
border sites in Russia and another country, the State Department has
installed less sophisticated portal monitors in other countries. In addition,
no governmentwide plan links all of the six agencies’ programs together,
which exacerbates the coordination problems.

Efforts to Coordinate
Assistance Have Been
Inadequate

The six agencies that are providing training and equipment to combat
nuclear smuggling coordinate their assistance through an interagency
group chaired by the State Department. The group, which includes
representatives from all the U.S. programs that are providing assistance,
meets about once a month to discuss such issues as funding and financial
management of the agencies’ various programs, upcoming assistance
activities, and results of program personnel’s recent trips to recipient
countries. In addition, program managers of the various agencies work
together to implement the programs. For example, DOD officials said that
they regularly meet with Customs and FBI program managers to
implement assistance and that they participate in the FBI and Customs
training courses that DOD funds.

A number of agency officials said that coordination has improved since
State established a separate office in November 2000—the Office of
Export Control Cooperation and Sanctions—to manage and coordinate
U.S. assistance. For example, the new office provided funding to Customs
to station 22 in-country advisors, covering 25 countries, that are
responsible for coordinating the assistance for all of the six agencies
within a country. DOD and DOE officials said that the advisors play an
important role in implementing their programs. In addition, the new office
has assumed responsibility for much of the Nonproliferation and
Disarmament Fund assistance related to nuclear smuggling. For instance,
the office has taken over responsibility for providing and maintaining
radiation detection equipment to countries other than Russia.

Despite these coordination efforts, no one agency is in charge of the
overall U.S. effort to provide assistance to combat nuclear smuggling;
consequently, the agencies have implemented their programs without
always coordinating their efforts through the interagency group. For
example, DOD installed portal monitors at three sites in one country of the
former Soviet Union before the State official who chairs the interagency
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group learned of the project. According to a DOD official, the project was
coordinated with other State Department officials. Similarly, although
State provides its radiation detection assistance through DOE, the DOE
office that works with State is completely separate from the Second Line
of Defense program, and a Second Line of Defense official said that his
program and the other office do not communicate with each other.
According to the official, a few years ago the two offices were discussing
the possibility of merging, but the discussions ended after a new director
took over the other office even though Second Line of Defense officials
still believe that the two offices should be merged. Even within the State
Department, different offices implement their programs without full
coordination. For example, the Nonproliferation and Disarmament Fund
approved a project to install portal monitors in a country after agreeing
that the Office of Export Control Cooperation and Sanctions would take
over State’s radiation detection assistance, and a separate office at State
has oversight over the Georgia Border Security and Law Enforcement
program even though one of the objectives of the program is to strengthen
Georgia’s ability to interdict nuclear smuggling. Finally, even though it
funds much of the assistance provided by other agencies, State could not
provide accurate information on the other agencies’ program expenditures
during the course of our review. For example, State’s records did not
match Customs’ financial data on expenditures of funds provided to
Customs by State. State officials said that they have now developed a
financial database to track how the other agencies have spent State’s
funds.

In addition, DOE, DOD, and State do not share the same views on the
appropriate role of each agency. For example, while State sees itself as the
agency that is leading the coordination effort and setting policy, a DOD
official said that State does not have the necessary expertise or resources
to manage the overall U.S. effort. In contrast, DOE officials said that State
should have a lead role in coordination and diplomatic support for the
assistance programs and that DOE would depend on State to establish the
diplomatic basis that would allow the Second Line of Defense program to
expand into other countries. However, DOE officials questioned whether
State and DOD are the appropriate agencies for installing portal monitors
in countries other than Russia.
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Ineffective Coordination
Has Resulted in Some
Border Crossings Being
More Vulnerable to
Nuclear Smuggling Than
Others

As aresult of ineffective coordination, DOE, DOD, and State have installed
portal monitors that have different levels of capability to detect
weapons-usable nuclear material, leaving some border crossings more
vulnerable to nuclear material smuggling than others. While DOE and DOD
have installed more sophisticated portal monitors at border sites in Russia
and another country, State has installed less sophisticated portal monitors
in other countries. In addition, in the mid-1990s, the DOD Cooperative
Threat Reduction program provided less sophisticated portal monitors to
another country in the former Soviet Union.

The more sophisticated portal monitors detect two types of radiation—
gamma and neutron—whereas the portal monitors installed by State and
the DOD Cooperative Threat Reduction program detect only gamma
radiation. The ability to detect neutron radiation translates into a greater
ability to detect weapons-usable plutonium, one of the materials of
greatest concern in terms of nonproliferation. In addition, according to
DOE officials, due to their configuration and sensitivity the State
Department portal monitors are less likely to detect small quantities of
highly enriched uranium, the other material that is of greatest
nonproliferation concern, or material that is shielded, for example by a
lead container or certain parts of a vehicle. DOE’s office that installs the
portal monitors on behalf of State acknowledged that the less
sophisticated portal monitors have a limited capability to detect
weapons-usable nuclear material and said that the portal monitors serve
mostly as a deterrent to smuggling. In addition, DOE and DOD have taken
different approaches even though the two agencies have installed the same
Russian-manufactured portal monitors. For example, DOE officials said
that the Second Line of Defense program has calibrated the monitors in
Russia to detect a smaller quantity of material than the monitors installed
by DOD in another country. In contrast, a DOD official said that DOE’s
approach runs the risk of a high rate of false alarms, which can lead to
complacency among officials in charge of responding to alarms.

State Department officials with the Nonproliferation and Disarmament
Fund said that they used less sophisticated portal monitors because of
their lower cost and the difficulty many countries would have in
maintaining sophisticated equipment. For example, some countries lack
even the basic infrastructure to operate and maintain portal monitors,
such as a source of electricity. Because of the different circumstances
existing in each country, State officials said that radiation detection
assistance should be tailored to each country’s needs. The Director of
State’s Office of Export Control Cooperation and Sanctions said that State
is reevaluating its approach to providing radiation detection equipment,
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including installing better equipment where appropriate. Second Line of
Defense officials expressed concern about using less sophisticated portal
monitors at border crossings on potential smuggling routes leading to
countries seeking nuclear weapons. Furthermore, Second Line of Defense
officials said that because of the differences in the portal monitors, DOE
would replace State’s portal monitors with more sophisticated equipment
if the Second Line of Defense program expands into another country and
perhaps use the old portal monitors at lower-priority sites. Overall, Second
Line of Defense officials said that the U.S. government assistance to
provide radiation detection equipment is diffuse and lacks a single,
coherent approach and that the portal monitors should meet a minimum
standard for detecting weapons-usable nuclear material.

The three agencies have also pursued different approaches to providing
handheld radiation detection equipment. With support from DOD and
State, the U.S. Customs Service has provided customs and border officials
with radiation pagers. In contrast, DOE’s Second Line of Defense program
provides larger handheld detectors but not radiation pagers, and DOE
officials said that they view the pagers as personal safety devices that are
ineffective at detecting weapons-usable nuclear m